En ciberseguridad, la formacion de
usuarios importa
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El personal de las Administraciones publicas recibira la formacion especifica
necesaria para garantizar la seguridad de las tecnologias de la informacion
aplicables a los sistemas y servicios de la Administracion.

Esquema Nacional de Seguridad

Concienciar a los empleados, factor clave para el cumplimiento de GDPR
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Breaches starts
with phishing
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El phishing es una gran amenaza,
gue provoca grandes perdidas

AB C MADRID Buscar

Espafiav Internacional Economiav Sociedad Madridv Familiav Opinionv Deportesv Gentev Culturav Ciencia Historia Viajarr Playvy Summumv

ABC ESPANA MADRID Distritos Municipios Videos PlanB

«Fraude del CEO», «Love Scam» y «Premio de la
Loteria»: l1as tres estafas destapadas en Madrid

e Agentes de la Policia Nacional, en colaboracion con Europol y el Servicio Secreto de EEUU, han desarticulado un grupo Fugas de datos
internacional de ciberestafadores que habia defraudado casi un millon de euros

5.000 MM € = ELPAIS ESTADOS UNIDOS
in Business Email

Compromise damages

EUROPA EEUU MEXICO AMERICA LATINA ORIENTE PROXIMO ASIA AFRICA FOTOS OPINION BLOGS TITULARES »

CASO CAMBRIDGE ANALYTICA »

Una fuga de datos de Facebook abre una tormenta

politica mundial

Politicos de EE UU y Reino Unido reclaman que Zuckerberg dé explicaciones tras la revelacion de que
una consultora electoral manipulé informacion de 50 millones de usuarios de la red social
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¢Quién es mas peligroso?
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Solucidn: Actuar como los.malos

Educar y someter a pruebas o [0S tusuarios para-qgtiedetecten ataques

PRUEBAS AL USUARIO

SIMULACIONES REALES DE
ATAQUE

MODULOS DE FORMACION
DINAMICOS

INFORMES COMPLETOS
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Presentamos Sophos Phish Threat

Imita campanas de phishing facilmente en 3 pasos

Elegir ataque

* 140 de plantillas de
ataque
personalizables

SOPHOS

Elegir formacion

e Mas de 60 cursos
interactivos de
formacion

Monitorizar |la

actividad y medidas
de concienciacion

e Reporte de las
campanas

* Niveles de seguridad
por organizacion,
grupos, o
individualmente
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Ventajas de consolidar su proteccion en Central

1. Gestion simplificada: sorwos  [JEERC—
- Una sola licencia, simulaciones ilimitadas por ® prish vt
usuario
- Data center situados en Norte América, B owmoons

Irlanda y Frankfurt

2. Reduce la complejidad:

- Todo esta en un consola intuitiva
- Uso sencillo, sin complicaciones

3. La forma mas sencilla de ampliar
la proteccion:

« Crea una estrategia de phishing multicapa
incluyendo simulaciones de phishingy
formacion + Seguridad Email & Endpoint

SOPHOS 12



Sophos Email Security




The Latest Threat Intelligence

Global SophosLabs Network
Operating 24/7 in 8 locations
~100 spam traps in 22 Countries

10 million mailboxes protected by
Sophos

SOPHOS
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The Problem
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The need for Sophos Email
Predictive Cloud Email Security Powered by Artificial Intelligence

The Problem Sophos Email Benefits

90%
25%
58%
41%

SOPHOS
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Security Features

Reputation Filtering

ender authentication checks -
SPF, DKIM and DMARC)

22

Header anomaly detection
Anti-Spam & Anti-Virus Engines
Sophos Sandstorm

Sophos Delay Queue

SOPHOS

SOPHOS

Admin

& Email Gateway

Dashboard

Logs & Reports

People

Mailboxes

Quarantined Messages

Policies

Settings

Free Trials

Send a quarantine summary email

TIME ZONE GMT-10:00) US/Hawaii

3 3 £ 3

Sender Check ©

Sender checl b the order displayed. Use the Inb list to skip all sender checks

Category Description Action
Emails that fail DMARC
SPF Emails from unauthorized IP add [CAUTION: SUSPECT ¢
DKIM Emails without valid signat [CAUTION: SUSPECT ¢

ader anomalies Email that appears to come from r own domain, but originates [CAUTION: SUSPECT ¢

nhanced Email Malware Scan

Enhanced content and file property scan - Most extensive email scan based on a combination of content and email characteristics. Th

email.

Email Advanced License Features

Time of Click URL Protection - URLs within inbound emails are re-written and scanned at the time of click, protecting users from malicious URLs.

vill be run in an isolated virtual environment before delivery. This provides an extra layer of security t nts malware or harmful a tions from nega
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Sophos Delay Queue

MTA Mail

History
Daemon

—

P

Delay
Queue

Rescan Suspect e SXL & IP
Emails Reputation

* Queuing
Heuristics
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SOPHOS

More Sophos Email Advantages
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Email continuity — Emergency Inbox

Sender

_._-

SOPHOS

G Suite
@5 Exchange
SOPHOS 1] Office 365
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—
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N % N %

Flow of inbound email

Recipient



https://downdetector.es/problemas/office-365

Information Protection

SOPHOS
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Content Control

Prevent data loss

Filter messages for keywords and
file types

Stop hidden malware

|dentify forged file extensions
masquerading as safe documents

Block phishing requests

Block or quarantine sent emails
containing sensitive information

SOPHOS

SOPHOS

Email Gateway - Dashboard
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Email Encryption — BETA

Encryption in few steps
Entire email or attachments only

Flexible Policy
Allow to encrypt all messages sent
to a list of recipients

Secure messages fast

Use 0365 add-in or custom
subject line . l.e. “Secure: ***”

Reply Securely Sophos

Secure Message Portal

SOPHOS
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SOPHOS Email Gateway - Panel de control W A

Iberia Sri. * Superadminis
Res

Admin
& Email Gateway

@® 8Spam
0 Infracciones de politicas DLP
[ Panel de control ® 4Virus

Q Registros e informes @ 0 Errores de autenticacion

potenciales amenazas @ 0Listade blogueo tiempo real
s de correo electrdnico escaneados @ 8Lista de blogueo empresa

}L Personas

B4 Buzones

Ver informe

Mensajes en cuarentena

9 Politicas 15 correos electronicos escaneados
11 buzones de correo escaneados

Configuracién
e g @® 05Spam

En este momento no hay ningtin resumen de actividad de Sandstorm para mostrarse
0 Infracciones de politicas DLP

@ Evaluaciones gratuitas @® 0Virus

info@chopitolab.es

SOPHOS




Sophos Email Protection

Inbound messages

Inbound messages

Inbound | Outbound

SOPHOS

Email Protection

Advanced Threats

Automated Alerts

Email Continuity

Email Queuing Emergency Inbox

Information Protection
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Endpoint Encryption  Mobile
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Next-Gen Next-Gen
Endpoint Protection Network Protection

N ?R ,, DT FIREWALL
7 )

The world's best visibility,

Unmatched endpoint protection. :
protection, and response.

) = n
Learn More
u &
e TN A
| oo bad Gl |
A |

SOPHOS 36



o O B & B

Firewall Wireless Email

@ © O

Endpoint Encryption  Mobile

Seryer

Sophos
Central




Synchronized Security
Cybersecurity as a System




Sophos Endpoint and Synchronized Security Appliance

Sophos Endpoint detects a Sophos Endpoint shares infection status Synchronized Security appliance
malware attack with the cybersecurity system instantly isolates the computer,
preventing the attack from spreading,
and communication with C2 servers.

Malware Detection Communication ‘ Device Isolation

Existing Firewall

wZ _SERS R Rmmm mean .nBoHHH HEH HHH.

» N
Access Restored Clean-up
Synchronized Security appliance restores Sophos Endpoint automatically cleans up the infection.
network access. Root Cause Analysis provides Once the malware is removed, Sophos Endpoint shares
detailed view of what happened this update with the cybersecurity system

SOPHOS



Sophos Endpoint and Synchronized Security Appliance

Sophos Endpoint detects a Sophos Endpoint shares infection status Synchronized Security appliance
malware attack with the cybersecurity system instantly isolates the computer,
preventing the attack from spreading,
and communication with C2 servers.

Malware Detection Communication ‘ Device Isolation

Existing Switch Existing Firewall
e S CECEEH HHEHEHE. T opoHEH HHH EEA.
ppr——— "
XG Firewall @

B = mem ===="
W= e | |

Discover Mode:

A Rgstored ; ; * Security Heartbeat Health
Synchronized Security appliance restores « ATP Detection

network access. Root Cause Analysis provides « RCA for ATP Detections

detailediview SIS HERIES * Lateral movement prevention

SOPHOS (on the same LAN segment



Synchronized App Control

33% 67%
of customers have discovered = of customers have discovered
up to 100 new applications >100 new applications

NNNNNN
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éLa sincronizacion soélo aplica al Firewall?
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Integracion Endpoint y Wireless

Malware Detection Cross-Estate Communication Restrict Internet Access
Sophos Endpoint detects a Sophos Endpoint shares infection Sophos Wireless automatically
malware attack status with the security system, restricts internet access for the

affected endpoint, stopping further
malware download and preventing
communication with C2 servers

triggering automatic responses

Access Restored Clean-up
Sophos Wireless restores full Sophos Endpoint automatically cleans up the infection.
internet access. Once the malware is removed, Sophos Endpoint shares

this update with the cybersecurity system

SOPHOS



SOPHOS

éLa sincronizacion solo aplica al Firewall y
la WiFi?
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Integracion eMail y EndPoint

Compromised Mailbox Detected
Sophos Email detects a compromised
mailbox sending outbound spam or
phishing emails

Mailbox Restored
Mailbox sender privileges

restored

SOPHOS

Mailbox Isolation

Sophos Email isolates the mailbox,
alerts the Central Administrator and
shares information with Endpoint.
Preventing the attack from spreading
and removing sender privileges

Endpoint: Device Scan
Sophos Endpoint identifies and scans all known

devices associated to the mailbox

Endpoint: Clean-up
Sophos Endpoint automatically
cleans up any infection with admin

alerts surfaced in Endpoint

* Available Q4 2018



SOPHOS

éLa sincronizacion solo aplica al Firewall, la
WiFiy el Correo?
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Integracion EndPoint y PhishThreat

Endpoint Policy Violated

Identify at Risk Users One-Click Enrolment in Training
A Sophos Endpoint user downloads Instantly view high-risk users in the Enrol high risk Sophos Endpoint users directly
malware, violates the organization’s Sophos Endpoint reports into Phish Threat phishing simulations and

DLP or Web policy security awareness training in one-click.

SOPHOS * Available Q4 2018



SOPHOS

éLa sincronizacion solo aplica al Firewall, la
WiFi, el Correo y el PhishThreat?
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Integracion eMail y PhishThreat

Malicious Email Link Clicked

Identify at Risk Users One-Click Enrolment in Training
A Sophos Email user clicks an email link Instantly view high-risk users in the Enrol high risk Sophos Email users directly
classed as a risk to the organization Sophos Email “At Risk Users” report into Phish Threat phishing simulations and

security awareness training in one-click.

SOPHOS * Available Q4 2018



Synchronized Security
Cybersecurity as a System




¢A qué esperas para probarlo?

https://central.sophos.com/

SOPHOS Welcome to SOP

CENTRAL |

Admin

@ Free Trials

Try Sophos Central Products for Free

SignIn

reporting, and a robust da

SOPHOS



¢A qué esperas para probarlo?

Get a free security scan now

SOPHOS

SOPHOS

PRODUCTS v SOLUTIONS

Next-Gen
Endpoint Protection

Unmatched endpoint protection.

Learn More

(X} Intercept X
Unmatched endpoint

protection

.@ Intercept X for Server

Cloud and on-premises
server protection.

Cﬁl:f SafeGuard Encryption

Eull-diel and filo onrruntinn

() XG Firewall

Next-gen network protection

'E:;\ Sophos Wireless

Smart, secure cloud-
managed Wi-Hi.

'8' Sophos Email

Drntartinn fram enam

PARTNERS v SUPPORT v COMPANY Q SIGNIN »

Next-Gen
Network Protection

FIREWALL

L\

The world's best visibility,
protection, and response.

Learn More

For Home Users

@ Sophos Mobile
Secure unified endpoint
managemem_
B3 Sophos Home

Business-grade cybersecurity.
Mow available for home users.
(¥) phish Threat

Phishing email simulations -

and cybersecurity training.

(&) uTM

Drovion uinifiod throaot

@ Secure Web Gateway

Weh earuritv cnntral ond
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SOPHOS

Cybersecurity made simple.



