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A Dirty Secret
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Network Firewalls are Failing to do their Job

What Network Admins Say are their top 3 complaints with their current firewall...

MU e
45% 16 7 days

of traffic is going infections per month every month spent
unidentified on average on average responding to and fixing
infected systems

SOPHOS



The Marketing... ...The Reality!




Dirty Secrets Report on News.Sophos.com
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Your network firewall's dirty secrets
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The Dirty Secrets

of Network Firewalls

Results of an independent survey of 2,700 IT managers
How your firewall can save you sl A aanizatione snonsored by San -
Tt hendh Fore T e in mid d organizations, sponsored by Sophos

attack

In our recent next-gen firewall series, we covered the evolution of the modern firewall, its failure to
provide adequate prataection or visibility, and its inability to respond to security incidents.

If you feel tike your wall isn't meeting your expectations in any of these areas, you're not alone.

Arecent survey of 2700 T managers across 10 countries revealed just how per ve and severe

3 Taking firewalls to the next level
these problems are. Most network firewalls are failing to do their job adequately’

Firewalls are failing to deliver the protection organizations need

* Organizations are dealing wit! 20 infections per manth.
* 79% of IT managers want better pi on from their firewall.
* Better protection is the #1 desired firewsll improvement.

IT Managers can't tell you how 45% of their bandwidth is consumed

* Onaverage, 45% of netwark traffic is going unidentified, so can't be controlled.
* 85% of IT managers want their firewalls to deliver bet

Ineffective Firewalls are costing you time and money

on average 3.3 hours to identify, isolate, and remediate infected computers.
rgenisations would likely get their endpoint and firewall protection from the same vendor if

The problem with firewalls
itimproved detection rates and automatad incident responses.

SOPHOS



XG Firewall’s Winning Advantages

SOPHOS



Top Industry Recognition
Gartner, NSS Labs, and others agree, XG Firewall is an Industry Leading Firewall/UTM

Forcepoint Fortinet

Nm Palo Alto Networks @ ® & o 100%
G a rt n e rf @ Fortinet e

N/
RECOMMEMNDED Barracuda Networks @ .Sophos

@ Check Point Software Technologies

Ciscol@
_ | @ Versa Networks = 9,
@ Sophos WatchGuard I
SonicWall @

Huawei @

Juniper Networks @ @ WatchGuard

Barracuda I*-Ietwnrks.
Venuslech. Stormshield

Hillstone Networks  Untangle
Rohde & Schwarz Cybersecurity @

ABILITY TO EXECUTE

COMPLETENESS OF VISION As of July 2018 © Gartner, Inc
Source: Gartner (September 2018)
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XG Series Winning Advantages

Industry leading performance with unique connectivity, reliability, and management

Flexible Connectivity

Business Continuity & Easy Management

Industry Leading Performance

= -J.‘U.‘_J_J -

Subscription Profile

B [ = | = [

= Joclus i R [ = | = BN

Total weighted Users
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NEW APX — Wave 2 Access Points

Faster, Better WiFi

Faster Connectivity — up to 2.3Gbps

SOPHOS

High density — high capacity

Optimized performance — per device

( APX 740 )

Flagship 4x4:4 for the mid-market enterprise
(at load*, 3x the throughput of AP100)

High performance 3x3:3 for all business
(at load*, 2x the throughput of AP100)

( APX 320 )

2x2:2 Medium performance 2x2:2 for all orgs
(at load*, 2x throughput of AP55)
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XG Firewall’s Winning Advantages
Solving today’s top problems with network security ‘ "FIREWALL

1. Exposes H idden RiSkS E?Pljos | Ce‘rllktsjr” ' 7_ b, A4 ‘ ® How-to guides Log viewer Help adnlwl:r: v

Visual dashboard & rich on-box reporting oo AL System Traffic insight User & device insights

g Control Web activity Cloud applications ecuri eartbeat®
Identify unknown cloud & networked apps Curront actvtes N 2 pee oudzeplcato Security Heartheat

. . « . rmance ervices 1 1 =
Identify risky users and suspicious payloads Dlostcs Perte o Atrisk  Miasing Connected
" In‘terfaces JPN ,_/J\A

PROTEC Synchronized Application Control™

Firewall
Intrusion prevention 0/0 3/3 4 217 282
Web R'_ED- \Li}e{ess APs Allowed app categories Network attacks New Categorized Total
Applications [_“ 1 ] 3,265.44M
Wireless Connasted . U 2,650.35M Sandstorm
onnected remote Ive users B
2. Stops Unknown Threats Email 0
Web server —;la.uSM ‘ Malicious
. : Advanced threat CPU 15% Memory 36% 288.04M 1
Full suite of protection — easy to manage S —— Bandwidth 40KB/s  Sessions -
. gories Blocked app categories
Deep learning High avallbilty: ot confioured >
VPN "
Top pe rfo rming I PS Engine Network Sophos Firewall Manager: Not configured SOUrcee biocked
Routing Running for 12 day(s), 23 hour(s), 46 minute(s)
Authentication
System services
SYSTEM

Profiles
Hosts and services

Admi . — : P—— . Risky apps see Warning
Ba e - ta

Active firewall rules Reports Messages

3. Isolates Infected Systems

Unique Security Heartbeat™ L I ——
Integrates EP Health into rules
Automatically isolate infected systems

SOPHOS



Advantage #1
Visibility
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XG Advantage: Interactive Control Center with Traffic-Light Indicators

' SOPHOS

XG Firewall

MONITOR & ANALYZE
Control Center
Current Activities
Reports
Diagnostics

PROTECT
Firewall
Intrusion Prevention
Web
Applications
Wireless
Email
Web Server
Advanced Threat
Synchronized Security

CONFIGURE
VPN
Network
Routing
Authentication
System Services

SYSTEM
Profiles
Hosts and Services
Administration
Backup & Firmware
Certificates

SOPHOS

Control Center
XG230 (SFOS 17.1.0 Beta-3)

System

o .
Performance Services

0

Interfaces VPN

00 3/3

RED Wireless APs

0 8

Connected Remote Live Users
Users

CPU 16¢ Memory
Bandwidth 3M Sessions

High Availability: Not configured

Sophos Firewall Manager: Not configured

Running for 0 day(s), 2 hour(s). 37 minute(s)

Active Firewall Rules

2 4

Business User Network

2 1 3
Unused Disabled Changed

Traffic Insight

Web Activity

Allowed App Categories
1,190.07M
905M
862.97M
440.98M
332.97M

Allowed Web Categories

Reports

@ How-To Guides LogViewer Help admin ~
Sophos

Cloud Applications

Network Attacks

Blocked App Categories

Messages

13 Risky Apps seen ey
Total

Objectionable
websites seen

Used by Top 10
Web users

Intrusion Attacks

User & Device Insights
Security Hearthae®
I
Synchronized Application Control™

199 28

Categorized Apps New Apps
227 Apps in total detected

Sandstorm

1070

Malicious ~ Clean

uTqQ

0

Source blocked

Click on widgets to open details

Threats & Systems at Risk

Unsanctioned Cloud Apps
Unknown Windows/Mac Apps
Suspicious Payloads

Risky Users

Advanced Threats

Risky Apps

Objectionable Websites

Intrusion Attacks

14



95

Messages

Identify Risky Endpoints

@ How-to guides Logviewer Help admin~ @ How-To Guides LogViewer Help admin~
o XSG(?PI:I[OS Control Center o
Lo XG230 (SF0S 17.1.0 Beta-1-0OMC)

User & device insights
MONITOR & ANALYZE

ecurity Heartbeat®
1 1 2 L
Atrisk  Missing Connected Current Activities 1 1 2 Show: Missing At Risk Warnings C] Connected

Reports At ri T
S hronized Application Cas 5 K 1S8ING Connected HOSTNAME, IP USER STATE CHANGED

Diagnostics
282 g Sophos Central —).

Please refer to Sophos Central to remediate ®
PROTECT endpoint issues.

Control Center SYSTEM CPU & MEMORY NETWORK HEARTBEAT  ATP RED  ALERT  CONNECTIONS & INTERFACES X

4 217

New Categorized Total

Mac-Server Chris 1 minute ago

32.11K 5
Sandstorm Firewall

0 0 0 Intrusion Prevention
Malicious Clean Total Web

ATP uTq Applications

— 2 4] Wireless
Sources blocked Acc. for 80% of risk

. Email

Web Server
Advanced Threat

Click on widgets to open details Synchronized Security Click on widgets to open details

Active Firewall Rules Reports Messages
CONFIGURE

Warning 2 4 13 Risky Apps seen Warning
VPN Business User Network Total

Network N
Objectionable Alert

Routing websites seen Click He

Authentication Used by Top 10
Web users

System Services

2 1 0 0 Intrusion Attacks
SYSTEM Unused Disabled Changed New

SOPHOS



Synchronized Application Control

SOPHOS Applications @ How-toguides Logviewer Help admin

XG Firewall Sophos

@ How-To Guides LogViewer Help admin ~
Sophos

MONITOR & ANALYZE

User & Device Insights Control center
Current activities
Reports

1 1 2 Diagnaatics Synchronized Application Control
Risk PROTECT
Firewall On this page you can modify application details for applications discovered with Synchronized Security from Sophos managed devices. You can change the name and
ynchronized Application Control™ Intrusion prevention category for the applications, information for some applications is already provided automatically from Sophos. You can use these applications in the overall

183 & Web application control feature on XG Firewall or you can directly assign the discovered applications to application filters to control the applications.
Applications
Wireless
Email
Sandstorm Web server

Advanced threat

2 3 1 1 O Central Synchronization

Suspect Malicious Clean

Synchronized Application Control

Application filter

Cloud applications

Application list Traffic shaping default

Security Heartbeat®

Categorized Apps New Apps
189 Apps in total detected

<>
Jo

Acknowledge Hide Delete New applications

Category Endpoints Occurrences Last occurrence Manage

CONFIGURE Application -

ATP ut VAL i
; Network E3 Apple Maps General Internet Found on 1 Endpoints 11 2018-04-06 14:30 CED
! 2 1s1 Routing Applications/.../Mac0S/Maps

Source blocked Acc. for 80% of Authentication
risk System services BitTorrent P2P Found on 1 Endpoints 69 2018-09-1017:21 (e ]

<UserProfile>\...\bittorrentie.exe

SYSTEM

Click on widgets to open details Profiles .
) VirtualBox Infrastructure Found on 2 Endpoints 16 2018-10-14 14:58 [HEU |
Messaqges Hosts and services - )
g Administration Applications/.../Mac0S/VirtualBox
Warning Backup & firmware

Certificates Vmware Fusion Infrastructure Found on 1 Endpoints 1 2018-07-17 23:37 [HEW ]
Applications/.../VMware Fusion

Alert
Click He.

SOPHOS



95

Messages ST IP:  10.0.1.58

Identify Risky Downloads

& How-toguides Logviewer Help admin v “ SOPHOS Advanced Threat @& How-To Guides LogViewer Help admin~

Sophos
’ XG Firewall Sophos

User & device insights
MONITOR & ANALYZE
Security Heartbeat® Control Center

Advanced Threat Protection Sandstorm Activity Sandstorm Settings

1 1 2 Current Activities
Reports
Diagnostics Date T ~ Recipient T Source T File Type T Status Manage

Atrisk  Missing Connected

Synchronized Application Control™

PROTECT

4 217 282 Firewall 2018-04-1010:49:43
New Categorized Total Intrusion Prevention

Web
32.11K USBl’:

ndstorm Applications 2018-04-06 09:33:52 P chggz 16812 & www.universelaborator..  Unknown File Type
0 0 0 Wireless : ’ o

Malicious Clean Total

User: joe
IP: 192.168.1.2

Malicious

@ www.universelaborator.. Unknown File Type Show report

Malicious
Show report

cinan

Web Server . joe
2018-04-05 06:51:57
Advanced Threat IP: 192.168.1.2

Synchronized Security

Malicious
Show report

www.universelaborator..  Unknown File Type

LITO

Malicious

p L3 User: j
265 e . 2018-04-04 15:35:25 Ser- joe
Show report

Sources blocked Acc. for 80% of risk CONFIGURE IP: 192.168.1.2
220 VPN
Network
Routing 2018-03-3018:35:08
Authentication
System Services

www.universelaborator..  Unknown File Type

User: vmuser
IP: 10.0.1.58

Clean

www.tuact.com Compressed Files Show report

Click on widgets to open details

User: vmuser Clean

2018-03-3018:34:25 Show report

ll.download3.utorrent.c..  Unknown File Type

Profiles

Hosts and Services . User: joe
Administration 2016-03-22 14:10:22 IP: 19216812
Backup & Firmware

Certificates User: joe
2018-03-22 14:08:07 p: 19216812

Warnin .
g Malicious

www.universelaborator.. Unknown File Type Show report

. . Clean
downloadz.dewmobile...  Unknown File Type Show report
User: joe
IP: 192.168.1.2

Clean
Show report

® ® @& & @& e @

2018-03-22 14:05:38 lon-01.lo4dd.com Unknown File Type

SOPHOS



Identify Risky Users

@ How-to guides Log viewer

Help admin ~ “ SOPHOS RepOI’tS Log Viewer Help admin ~

Sophos
. XG Firewall Sophos

User & device insights ¥ Show Reports Settings

MONITOR & ANALYZE

Security Heartbeat®

1 1 2

Atrisk  Missing Connected

Dashboards Applications & Web Network & Threats VPN Email Compliance Custom

Control Center

Current Activities
Show: User Threat Quotient (UTQ)
Reports

Synchronized Application Control™ ' .
ynchronized Application Contro Diagnostics

4 217 282 2016-09-29 for Last 7 Days % | FROM: 2016-09-23 TO: 2016-09-29
New Categorized Total PROTECT
32.11K Firewall
95 Sandstorm i . PDF EXCEL Bookmark Schedule
) Intrusion Prevention
0 0 0
Malicious Clean Total Web

Applications Users with high threat quotient
ATP uTQ

Wireless

265 2

Sources blocked Email

220 Web Server

Advanced Threat

CONFIGURE

VPN

Messages
Network 3325
Warning

Click on widgets to open details o serveradmin

Routing 24
Authentication

System Services

SYSTEM

Relative Threat Score

Profiles

Hosts and Services

SOPHOS



CASB Cloud App Visibility — Shadow IT Detection

SOPHOS Con Ol Center ®( How-To Guides LogViewer Help adr

XG Firewall XG230 (SFOS 17.1.0 Beta-3) New
Sanctioned
MONITOR & ANALYZE System Traffic Insight Unsa nctioned
Control Centsr Web Activity Cloud Applications [ .
Current Activities R xx Cloud Applications Tolerated
Reports .
N . Performance Services
Diagnostics -
o
7. (1]
PROTECT
Firewall Interfaces VPN
Intrusion Prevention
Web O/O 3/3 Allowed App Categories Network Attacks S
Applications RED Wireless APs 1,190.07M 227 Apps in total de..
Wireless 905M
Email O 8 862.97M Sandstorm
Web Server Connected Remote Live Users 440.98M 1 O 0
Users 332.97M )
Advanced Threat - . Malicious  Clean
Synchronized Security CPY L Memory i X
Bandwidth 3MB/s Sessions Allowed Web Categories Blocked App Categories uTQ
CONFIGURE . I
High Availability: Not fi d
I igh Availability: Not configure 0
Network Sophos Firewall Manager: Not configured Source blocked
Routing Running for O day(s), 2 hour(s), 37 minute(s)
Authentication
S m Services
pER Click on widgets to open details
SYSTEM Active Firewall Rules Reports Messages
Profiles

2 4 13 Risky Apps seen Warning
Business User Network

Hosts and Services
Administration
Backup & Firmware Objectionable

o ) Alert
Certificates websites seen

Used by Top 10
Web users

2 1 3 Intrusion Attacks
Unused Disabled Changed

SOPHOS 19



Cloud App Visibility & Shadow IT Discovery

Filter / Sort

Cloud Application

Classify

Traffic Shape

Users and Volume of Data

Applications

Application Filter Synchronized Application Control

From: 2018-06-01 To:2018-06-01 ~ Unsanctioned

Medium Risk Unsz:

Host

192.168.1.2

Facebook Website

Social Networking Medium Risk Unsanctioned

Classify Traffic Shaping

v

Cloud Applications

All Categories

Upload Data

218 MB

v

@ How-To Guides LogViewer Help admin~

Sophos

Application List Traffic Shaping Default

Sort by Bytes Transferred r Results: 2

228 MB

Traffic

Download Data

10MB

The industry’s best app visibility is now even better

SOPr——



Advantage #2
Protection

SOPHOS
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Threat Protection in XG Firewall

A full suite of technologies easily managed from a single screen

@
i

5
&
O
@

SOPHOS

SOPHOS

XG-750 Firewall v16.01
NEXT GENERATION FIREWALL

RECOMMENDED

Malware Scanning '

Scan HTTP
Decrypt & Scan HTTPS

Dual-engine AV

Detect zero-day threats with Sandstorm

Intrusion Prevention System

Scan FTP

Advanced

Advanced Threat Protection

User Applications Synchronized Security NAT & Routing
Intrusion Prevention Minimum Source HB Permitted:

(® GREEN O YELLOW (O NoRestriction
LAN TO WAN () Block clients with no heartbeat () Use Gateway Specific Default NAT Policy

Deep Learning Sandboxing Trafic Shaping Polcy Use Outbound Adcress

Minimum Destination HB Permitted: MASQ
GREEN YELLOW No Restriction MASQ (Interface Default IP)
Block request to destination with no heartbeat

Rewrite source address [Masquerading)

Web Policy

Default Workplace Policy v Primary Gateway

We b P rOte Ct i o n & A p p CO nt rOI C] Apply Web Category based Traffic Shaping Policy WAN Link Load Balance

A Backup Gatewar
Application Control P v

Block very high risk (Risk Level 5) apps v

— . . DSCP Mark
() Apply Application-based Traffic Shaping Policy aring

E m a i | P rOte Ct i O n Select DSCP Marking

Full VPN Connectivity



SOPHOS

XG-750 Firewall v16.01
NEXT GENERATION FIREWALL

RECOMMENDED

Malware Scanning '

Scan HTTP
Decrypt & Scan HTTPS

Threat Protection in XG Firewall

A full suite of technologies easily managed from a single screen

Detect zero-day threats with Sandstorm

Intrusion Prevention System

Scan FTP

Advanced

Advanced Threat Protection

User Applications Synchronized Security NAT & Routing
Intrusion Prevention Minimum Source HB Permitted:

(® GREEN O YELLOW (O NoRestriction
LAN TO WAN () Block clients with no heartbeat () use Gateway Specific Default NAT Policy

Deep Learning Sandboxing Trafic Shaping Polcy Use Outbound Adcress

Minimum Destination HB Permitted: MASQ

GREEN YELLOW No Restriction
Block request to destination with no heartbeat

Rewrite source address [Masquerading)

Web Policy

Default Workplace Policy v Primary Gateway

We b P rOte Ct i on & A p p CO nt rOI () Apply Web Category based Traffic Shaping Policy WAN Link Load Balance

A Backup Gatewar
Application Control P v

Block very high risk (Risk Level 5) apps v

— . . DSCP Mark
() Apply Application-based Traffic Shaping Policy aring

Email PrOteCtion Select DSCP Marking

Full VPN Connectivity

T
3¢t
©
O
@

SOPHOS



Threat Protection in XG Firewall

A full suite of technologies easily managed from a single screen

@ Dual-engine AV

Deep Learning Sandboxing

@ Web Protection & App Control

@ Email Protection

C| Full VPN Connectivity
= =

S0OS

SOPHOS

SOPHOS

XG-750 Firewall v16.01
NEXT GENERATION FIREWALL

RECOMMENDED

V/

Malware Scanning

Scan HTTP
Decrypt & Scan HTTPS

Detect zero-day threats with Sandstorm

Scan FTP

Advanced

User Applications Synchronized Security

Minimum Source HB Permitted:
(® GREEN O YELLOW (O NoRestriction
[C) Block clients with no heartbeat

NAT & Routing

Intrusion Prevention Rewrite source address [Masquerading)

LAN TO WAN E] Use Gateway Specific Default NAT Policy

Traffic Shaping Policy Use Outbound Address

Minimum Destination HB Permitted: MASQ

GREEN YELLOW No Restriction

Web Policy
Block request to destination with no heartbeat

Default Workplace Policy v Primary Gateway

— WAN Link Load Balance
(] Apply Web Category based Traffic Shaping Policy

A Backup Gatewar
Application Control P v

Block very high risk (Risk Level 5) apps v
DSCP Marking
Select DSCP Marking

[j Apply Application-based Traffic Shaping Policy

-
| '...- ﬁ
-

l«m.t t'tt--l



SOPHOS

XG-750 Firewall v16.01
NEXT GENERATION FIREWALL

RECOMMENDED

Malware Scanning '

Scan HTTP
Decrypt & Scan HTTPS

Threat Protection in XG Firewall

A full suite of technologies easily managed from a single screen

Dual-engine AV

Detect zero-day threats with Sandstorm

Intrusion Prevention System

Scan FTP

. Advanced
Advanced Threat Protection

User Applications Synchronized Security NAT & Routing
Minimum Source HB Permitted:

(® GREEN O YELLOW (O NoRestriction
LAN TO WAN () Block clients with no heartbeat () use Gateway Specific Default NAT Policy

Intrusion Prevention Rewrite source address [Masquerading)

Traffic Shaping Policy Use Outbound Address

Minimum Destination HB Permitted: MASQ

GREEN YELLOW No Restriction

Web Policy
Block request to destination with no heartbeat

Default Workplace Policy v Primary Gateway

We b P rOte Ct i on & A p p CO nt rOI () Apply Web Category based Traffic Shaping Policy WAN Link Load Balance

A Backup Gatewar
Application Control P v

Block very high risk (Risk Level 5) apps v

— . . DSCP Mark
() Apply Application-based Traffic Shaping Policy aring

Email PrOteCtion Select DSCP Marking

Full VPN Connectivity

@
T
3%
O
@
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Sandboxing - Sandstorm Deep Threat Prevention

Your best protection from zero day threats

Deep Memory Analysis Deep Behavioural Analysis Deep Network Analysis Deep Learning Analysis

0101000071070070170011 _
1001107100700000010170 |
0107100700710071001017100 : | 3 LY

Initial & Post

) Frequent & Sandbox Evasion Intercept X Exploit . Analysis of all Continuously
Exelcutlont!\/len;ory Aggressive Run-Time Techniques, Detection & przl'sclglcpo?r;naarl]jsis liiriierfeig: dropped adaptive learning
nspection Analysis API & File System CyrptoGuard 8 executables model

sinlisls Behavior

‘l Sophos Sandstorm , C =

— -"' =

SOPHOS



Deep Learning in Action

SOPHOS Adva nced Threat @ How-To Guides LogViewer Help admin~

XG Firewall Sophos

MONITOR & ANALYZE

Control Center Advanced Threat Protection Sandstorm Activity Sandstorm Settings

Current Activities

Reports Recipient Source File Type Status Manage

Diagnostics User: vmuser

2018-03-3018:35:08 : 10.0.1.58 @ www.tuact.com Compressed Files

Clean

Show report
PROTECT

Clean

Firewall 2018-03-30 18:34:25 oer vmuser @ Il download3.utorrent.c.. Unknown File Type
: Show report

10.0.1.58
Intrusion Prevention
Web

. joe Malicious

2018-03-22 14:10:22 19216812 www.universelaborator... Unknown File Type Show report

Applications

Wireless . . joe . . Clean
2018-03-22 14:08:07 19216812 downloadz.dewmobile.... Unknown File Type Show report

Email

Web Server T joe Clean

2018-03-22 14:05:38 19216812 lon-01.lo4d.com Unknown File Type sh t
Advanced Threat -1bo.L. oW repor
Synchronized Security

. joe Malicious

2018-03-2116:07:14 19216812 www.universelaborator... Unknown File Type Show report

CONFIGURE
VPN e . joe . . Clean
Network 2018-03-2115:43:31 19216812 iweb.dl.sourceforge.net Unknown File Type Show report

Routing . : joe . Clean
2018-03-2115:42:53 19216812 sea-02.lo4d.com Compressed Files Show report

Authentication

System Services . joe

- Clean
2018-03-2115:41:49 19216812

lon-01.lo4d.com Unknown File Type Show report

SOPHOS




Deep Learning in

SOPHOS

SOPHOS

XG Firewall

MONITOR & ANALYZE

Control Center
Current Activities
Reports

Diagnostics

PROTECT
Firewall
Intrusion Prevention
Web
Applications
Wireless
Email
Web Server
Advanced Threat

Synchronized Security

CONFIGURE
VPN
Network
Routing
Authentication

System Services

Advanced T

Advanc

2018-03-3018:35:08
2018-03-3018:34:25
2018-03-22 14:10:22
2018-03-22 14:08:07
2018-03-22 14:05:38
2018-03-2116:07:14
2018-03-2115:43:31
2018-03-2115:42:53

2018-03-2115:41:49

Overview

Sandstorm Item Details

This item was downloaded 1 time by 1 user.

Download Details

Username

User IP Address
Download Time
Job ID

Source Website
Source Category
Released
Retrieved by User

File Details

Signature ([SHA1)
Signature (MDS]

joe

192.168.1.2

2018-03-22 14:10:22

DOJE 67_2D 2018-03-22 14:10:22
www.universelaboratorytoutsmeum

None

Not Released

No

3f6a595b1baf95a198e79ee997ca84c58acl9cd?2
H4370c59fh05557155d31a7637613096

I File Name
lle lype J

BitlordSetup_VZ1law9_1907513196.exe

File Size
Sent for Analysis

Sandstorm Result

Status
Result Time
Analysis Time

application/octet-stream
1772256 Bytes
2018-03-22 14:10:22

Malicious
2018-03-22 14:16:32
0Bm10s

M How-To Guides

Log Viewer

Sandstorm Settings

tatus

lean
how report

lean
how report

alicious
how report

lean
how report

lean
how report

alicious
how report

lean
how report

lean
how report

lean
how report

Manage




Deep Learning in Action

SOPHOS Advanced T Sandstorm Item Details K How-To Guides Log Viewer Help admin +

XG Firewall Sophos

ONITOR & c
MONITOR & ANACEES Analysis Result

Evasion Checks the BIOS manufacturer

Advanc Sandstorm Settings

Control Center

Current Activities
Reports Executes code to read CPU configuration tatus Manage

Diagnostics lean
2018-03-3018:35:08 Checks for the presence of a debugger how report
PROTECT
Reads hardware information from the registry lean

Firewall 2018-03-3018:34:25 how report

Lol 2t Executes code to check CPU timing behavior

i 2018-03-22 14:10:22 alicious
how report

Applications Suspicious An executable with low reputation is detected by
Machine Learning classifier

Wireless lean

how report

2018-03-22 14:08:07

] Reads data from the local Windows system

Web Server lean

2018-03-22 14:05:38 configuration : t
Advanced Threat oW repor

Synchronized Security Memory Changes the permissions of a memaory region Alicioue

2018-03-2116:07:14 used by system libraries how report
CONFIGURE
VPN 2018-03-21 15:43:31 Network Issues one or more HTTP POST requests Ejv: evort

Network

) Signature Exhibits known behavior for the InstallCore PUA
Routing e . lean
2018-03-21 15:42:53 family how report

Authentication

System Services lean

2018-03-21 15:41:49 Analysis Time 06m1l0s h
ow report

SOPHOS




XG Firewall Powerful Per-Rule Protection made Simple

A full suite of technologies easily managed from a single screen

Malware Scanning

DIVE] | JA\Y Scan HTTP
Decrypt & Scan HTTPS

Detect zero-day threats with Sandstorm

SSL Inspection

Scan FTP
Sandboxing Advanced
User Applications Synchronized Security NAT & Routing
I PS Intrusion Prevention Minimum Source HB Permitted: Rewrite source address [Masquerading)
(® GREEN O YELLOW (O NoRestriction
LAN TO WAN D Block clients with no heartbeat D Use Gateway Specific Default NAT Policy N AT
Traffic Shaping Policy Use Outbound Address
QOS Minimum Destination HB Permitted: MASQ

GREEN YELLOW No Restriction

Web Policy . .
Block request to destination with no heartbeat

Default Workplace Policy - Primary Gateway

Web Fllte rlng WAN Link Load Balance

D Apply Web Category based Traffic Shaping Policy

Routing

- Backup Gatewa
Application Control P v

Block very high risk [Risk Level 5] apps v
App Control

DSCP Marking
Select DSCP Marking

() Apply Application-based Traffic Shaping Policy

Prioritization

SOPHOS



Advantage #3
Response
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Sophos Endpoint + Sophos XG Firewall

Malware Detection Cross-Estate Communication Device Isolation

Sophos Endpoint detects a Sophos Endpoint shares infection XG Firewall instantly isolates the

malware attack status with the security system, computer, preventing the attack from
triggering automatic responses spreading, and communication with

C2 servers.

EEEEEE e LT T T W '.‘----“\“
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A
Access Restored Clean-up
XG Firewall restores network access. Sophos Endpoint automatically cleans up the infection.
Root Cause Analysis provides Once the malware is removed, Sophos Endpoint shares
detailed view of what happened. this update with the cybersecurity system

SOPHOS



Sophos Endpoint + Sophos XG Firewall —in line

Malware Detection

: Communication Device Isolation
Sophos Endpoint detects a Sophos Endpoint shares infection status Synchronized Security appliance
malware attack

with the cybersecurity system instantly isolates the computer,
preventing the attack from spreading,
and communication with C2 servers.

wZ _SERS R Rmmm mean .nBoHHH HEH HHH.

Access Restored Clean-up
Synchronized Security appliance restores Sophos Endpoint automatically cleans up the infection.

network access. Root Cause Analysis provides Once the malware is removed, Sophos Endpoint shares
detailed view of what happened this update with the cybersecurity system
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Summary - Key New Features in v17.5

&3 Central Management

™3  Synchronized Security Sophos Central Management = Wireless
XG Firewall joins Sophos Central:
Manage all your IT security from a

Lateral Movement Protection single pane of glass APX Wireless Access Points
Automatic isolation at every point in your WAVE 2 Performance:
network

Faster connectivity, higher capacity and
optimal performance

Synchronized User ID
User authentication through Security Heartbeat
Top Requested Features

Education — Protection - Networking

*Chromebook Authentication *Firewall rule auto grouping

*Web Policy-based SafeSearch *Log viewer enhancements

*Classroom web policy overrides * Client Authentication App Enhancements
*Email anti-spam enhancements *TALOS IPS Enhancements

*Sophos Connect IPSec Client * Airgap deployment support (MR1)
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Protection ‘ ity
* Central Management * Firewall rule auto grouping
* Synchronized User ID * Email anti-spam enhancements * Web policy overrides
* App Sync enhancements e TALOS IPS Enhancements * Web Policy-based SafeSearch
 Chromebook Authentication * Lateral Movement Protection * IPSec Client
* Logviewer enhancements  Airgap deployment support

SOPHOS



New in v17.5 - Lateral Movement Protection

Automatic system isolation — even on the same broadcast domain

Lateral Movement Protection
XG instantly informs all healthy
endpoints to ignore any traffic

from a compromised device.

S XG Firewall o*

oot
2SR D EanE janan [ ( Security Heartbeat™ /::........

Sophos
Endpoints

Internet

A °
Servers W
RED Heartbeat Status
? triggers isolation whether the
. 4 result of endpoint, firewall or IPS

signature detection
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Sophos Central Management

Your Complete IT Security Management Platform

One Console SUPHOS Control Center @ How-To Guides Log Viewer Help asd(;ni:osv
[N N T -] XG230 (SFOS 17.1.0 Beta-3) ’
. . Admin
View status and manage XG along5|de all System Traffic Insight User & Device Insights
Other Sophos Ce ntral prOd UCtS @ SF115_MR3 ﬂlh m Web Activity Cloud Applications Security Heartbeat®
Full device management via SSO DN - e services 1 i
; 4 3 ] E_: . m Missing
Secure remote access to all your XG devices OIS ALY s o Symohronized Applcation Contro™
via Sophos Central R Ao ES
. . . . Currant Activitias O/O 3/3 Allowed App Categories Network Attacks 22a7tigorlz.e . :’TZ oot :W S
Alerting and status for availability, license, N— Wirless AP PR
. O 8 S05M Sandstorm
performa ncel and Securlty Disgrostios Connected Remote Live Users ssiljg.ZBM 10 0
0 Users 332.97M Malicious  Clean
Manage firmware updates ROTEC cPU % Memory , ,
Firewall Bandwidth 3M Sessions Allowed Web Categories Blocked App Categories uTq
Option to store/maintain backups in Central PR ———— High Availabiity: Not configured 0
. wab Sophos Firewall Manager: Not configured Source blocked
Ze ro_tOUCh Setup Of nEW appllances P — Running for 0 day(s), 2 hour(s), 37 minute(s)
Wireless Click on widgets to open details
Emall Active Firewall Rules Reports Messages
Web Server 2 4 13 Risky Apps seen Warning
Ad ced Threet Business User Network Total
Free for partners and customers! venese e R
Synchronized Security J Alert
websites seen Click He
H T H H OHFIGUR Used by Top 10
No Additional License Required oo L
Network 1 3 Intrusion Attacks
Disabled Changed
Routing
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XG Firewall in Sophos Central

See all of your firewalls under management

SOPHOS Firewall Management - Firewalls

CENTRAL ]

Overview | Firewall Management Dashboard

Admin

@ Firewall Management

CO100139BBHDVDG
Dashboard

A Alerts

a Backup

Burlington Lab VM

Billerica Lab VM 1

@ Firewalls

'ﬁ Settings

SOPHOS
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Firewall Alerts

Manage Alerts for all firewalls in Sophos Central

SOPHOS Firewall Management

( ENTE ]
Admin

Open Alert Settings

<« @ Firewalls
Dashboard
A Alerts

E Logs
E Reports

Lt Backup

Manage
@ Firewalls
Configure

“J Settings
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Store Backups Per Firewall

See and manage backups for your firewalls

SOPHOS Firewall Management

Admin

.}.,

&= @ ji b

® ®

SOPHOS

Manage firewall from Sophos Central
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Zero-Touch Deployment

Remote device deployment without an on-site engineer

1. Use the Setup Wizard in
Sophos Central

2. (Optional) Email the Config File
to the remote site

3. Transfer the Config File to a 4. Start the device with the USB
USB Stick stick connected

SOPHOS
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Enhanced Sophos Synchronized App Control

Identify hidden Apps

Block or Control Unwanted Apps

Prioritize Important Business Apps
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New Web Policy Options

Greater flexibility for SafeSearch, YouTube and unblocking sites for education

V4
What’s New
Override codes for blocked
websites which can be Stop!
configured/managed by This website is blocked
teachers th rough the user The administrator of this network has restricted access to sites
porta | categorized as Games.

If you think this is incorrect, you may suggest a different
category.

Return to previous page Login to this network

axohibocg0 | Go |
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New Web Policy Options

Greater flexibility for SafeSearch, YouTube and unblocking sites for education

What’s New

Override codes for blocked
websites which can be
configured/managed by
teachers through the user
portal

SafeSearch and YouTube
restrictions are now part of
web filtering policy settings —
enabling user/group based
control of these features

SOPHOS

J& Anybody

Search engine enforcement

() Enforce SafeSearch

Enforce additional image filters

(] Enforce YouTube restrictions

Restriction level

Advanced settings

Not Suitable for Schools

Default action

Prevent potentially inappropriate i
Yahoo, and Bing search results. You
enabling additional filters that displ3

Prevent access to potentially inapp
returned in YouTube search results.




JavaScript CryptolJacking Protection

One-Click Protection

' SOPHOS o oo cul

XG Firewall

MONITOR & ANALYZE

Control Center User Activities ategories URL Groups Exceptions General Settings File Surfing Quotas
Current Activities
Reports

Diagnostics

Protection
PROTECT

Firewall

Malware and Content Scanning

Intrusion Prevention

Web

Scan Engine Selection Scanning Mode Block potentially unwanted applications
Applications ; . ; . ; T - din
Single Engine [Optimal Performance] Batch [Maximum Protection) )
Wireless . -
Single scan
Email
Web Server
Advanced Threat ) .
Do not scan files larger than Authorized PUAsS
Synchronized Security i - 10 MB

CONFIGURE
VPN
Network

Routing Advanced Settings «

*._Authentication
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S XG Firewall Navegacion Restrictiva
Internet
Servidor
Equipo2
Navegacion Permisiva
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New Synchronized User ID

User identity synchronized between EP and Firewall automatically

000

S XG Firewall STAS
Collector & Agent o* Sophos

- - Po====y IEEEEENS LR R R R BB
.= e {_E::::{j;----\n L

Endpoints

Internet

Servidor DC
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New Synchronized User ID

User identity synchronized between EP and Firewall automatically

Synchronized User ID
XG gets user ID from endpoints
automatically that are on an
Active Directory domain.

S XG Firewall

¢ Sophos
Endpoints

CEse T

am B eees meeees====7 LR < Security HeartbeatTM !:.
/

Internet

Servidor DC
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Log Viewer Enhancements

More powerful and streamlined trouble-shooting

What’s New

2
Column selector - select any L -
o Filter: No filt elact cojumns
17 columns from a list of 44 o R
possible fields ;

883 2
)00

]

Rule IDs referenced in logs are
hyperlinked to open the
related rule in the main
console window Q) v Wbt

)

U UL

() 1c
7 I(
P Threat

Filters sorted alphabetically

15/20 Selected
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Email Enhancements
Closing top requested feature gaps with SG UTM

' SOPHOS @ |ENB]

What’s New

Recipient verification using Controt conter

Current activities

Sender Policy Framework e
(SPF) for spoofing protection -
Route to DNS Host o

Applications

Improved MTA e

Web server
Advanced threat
Synchroniz ed Security

VPN

Network
Routing
Authentication
System servi ces

Profiles

Hosts and services
Administration
Backup & firmware
Certificates
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IPS Enhancements
Added IPS policy granularity

| S?PHOS Intrusion prevention
XG Firewall
What’ S New Control center )t cks IPS policies
Current activities
Added protection with Reports
TALOS (Cisco Sourcefire) peanestes o
pattern library augmented el
with additional patterns Intrusion prevention
Web
from Sophos Labs R
Increased granularity in Wireless
. . . Email
policies with 60 categories et e S
(up from 21) with an easy Advancedthreat
inline search option ot Synehenzsten
9000496
VPN
Network
Routing
.. 1000070 Policy-Other
Authentication

System services

Action Drop packet

. Profiles
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Synchronized Security via Remote VPN

Free client for easy, reliable remote connections

' SOPHOS Connections Events

@ Billerica Office

What’s New

IPseC VPN C“ent for WindOWS/MaC Connections

@ Burlington Head Office

Supports Synchronized Security for remote users
Easy deployment and maintenance @ Billerica Office
Simple operation requires no user education o

Free for partners and customers!
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Summary - Key New Features in v17.5

&3 Central Management

™3  Synchronized Security Sophos Central Management = Wireless
XG Firewall joins Sophos Central:
Manage all your IT security from a
Lateral Movement Protection single pane of glass APX Wireless Access Points

Automatic isolation at every point in your WAVE 2 Performance:

network I d e a S ) S O p h O S ) CO m Faster connectivity, higher capacity and

Synchronized User ID optimal performance
User authentication through Security Heartbeat

Top Requested Features

Education — Protection - Networking

*Chromebook Authentication *Firewall rule auto grouping

*Web Policy-based SafeSearch *Log viewer enhancements

*Classroom web policy overrides * Client Authentication App Enhancements
*Email anti-spam enhancements *TALOS IPS Enhancements

*Sophos Connect IPSec Client * Airgap deployment support
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Cybersecurity made simple.



