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A Dirty Secret
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Network Firewalls are Failing to do their Job
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Visibility Protection Response 

45%
of traffic is going

unidentified on average

7 days
every month spent 

responding to and fixing 
infected systems

16
infections per month

on average

What Network Admins Say are their top 3 complaints with their current firewall…

Source: Survey conducted by Vanson Bourne, November 2017 of 2,700 IT decision makers
in organizations from 100-5000 users in 10 countries across 5 continents
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The Marketing… …The Reality!



Dirty Secrets Report on News.Sophos.com
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XG Firewall’s Winning Advantages
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Top Industry Recognition
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Gartner, NSS Labs, and others agree, XG Firewall is an Industry Leading Firewall/UTM

Sophos



XG Series Winning Advantages
Industry leading performance with unique connectivity, reliability, and management

Flexible Connectivity

Business Continuity & Easy Management
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Industry Leading Performance



NEW APX – Wave 2 Access Points
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Faster Connectivity – up to 2.3Gbps

High density – high capacity

Optimized performance – per device

Faster, Better WiFi

APX 530

APX 740

APX 320

Flagship 4x4:4 for the mid-market enterprise 
(at load*, 3x the throughput of AP100)

High performance 3x3:3 for all business 
(at load*, 2x the throughput of AP100)

2x2:2 Medium performance 2x2:2 for all orgs 
(at load*, 2x throughput of AP55)



1. Exposes Hidden Risks

3. Isolates Infected Systems

✓Visual dashboard & rich on-box reporting
✓ Identify unknown cloud & networked apps
✓ Identify risky users and suspicious payloads 

✓Unique Security Heartbeat™
✓ Integrates EP Health into rules
✓Automatically isolate infected systems

2. Stops Unknown Threats

✓ Full suite of protection – easy to manage
✓Deep learning
✓ Top performing IPS Engine

XG Firewall’s Winning Advantages
Solving today’s top problems with network security
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Advantage #1
Visibility



XG Advantage:  Interactive Control Center with Traffic-Light Indicators
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Threats & Systems at Risk

Unknown Windows/Mac Apps

Suspicious Payloads

Risky Users

Advanced Threats

Risky Apps

Objectionable Websites

Intrusion Attacks

Unsanctioned Cloud Apps



Identify Risky Endpoints
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Synchronized Application Control
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Identify Risky Downloads
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Identify Risky Users
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CASB Cloud App Visibility – Shadow IT Detection
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Cloud App Visibility & Shadow IT Discovery
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The industry’s best app visibility is now even better

Cloud Application

Classify

Traffic Shape

Users and Volume of Data

Filter / Sort
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Advantage #2
Protection



Email Protection

Threat Protection in XG Firewall
A full suite of technologies easily managed from a single screen

Dual-engine AV

Advanced Threat Protection

Intrusion Prevention System

Web Protection & App Control

Full VPN Connectivity 

Deep Learning Sandboxing
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Sandboxing - Sandstorm Deep Threat Prevention
Your best protection from zero day threats

Frequent & 
Aggressive Run-Time

Analysis

Sandbox Evasion
Techniques, 

API & File System 
Behavior

Intercept X Exploit 
Detection & 
CyrptoGuard

IPS detections 
coming soon

Continuously 
adaptive learning 

model

Sophos Sandstorm

Deep Memory Analysis

Initial & Post 
Execution Memory

Inspection & 
Analysis

Deep Behavioural Analysis Deep Network Analysis Deep Learning Analysis

Full port and 
protocol analysis

Analysis of all 
dropped 

executables



Deep Learning in Action
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Deep Learning in Action
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Deep Learning in Action
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XG Firewall Powerful Per-Rule Protection made Simple
A full suite of technologies easily managed from a single screen

Dual AV

SSL Inspection

Sandboxing

IPS

QoS

Web Filtering

App Control

Heartbeat

NAT

Routing

Prioritization
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Advantage #3
Response



Sophos Endpoint + Sophos XG Firewall

Cross-Estate Communication
Sophos Endpoint shares infection 
status with the security system, 
triggering automatic responses

21 Malware Detection
Sophos Endpoint detects a 
malware attack

Device Isolation
XG Firewall instantly isolates the 
computer, preventing the attack from 
spreading, and communication with 
C2 servers.

3

Clean-up
Sophos Endpoint automatically cleans up the infection. 
Once the malware is removed, Sophos Endpoint shares 
this update with the cybersecurity system

4

Security Heartbeat™

Access Restored
XG Firewall restores network access. 
Root Cause Analysis provides 
detailed view of what happened.

5



Sophos Endpoint + Sophos XG Firewall – in line 

Communication
Sophos Endpoint shares infection status 
with the cybersecurity system

21 Malware Detection
Sophos Endpoint detects a 
malware attack

Device Isolation
Synchronized Security appliance 
instantly isolates the computer, 
preventing the attack from spreading, 
and communication with C2 servers.

3

Clean-up
Sophos Endpoint automatically cleans up the infection. 
Once the malware is removed, Sophos Endpoint shares 
this update with the cybersecurity system

4

Security Heartbeat™

Access Restored
Synchronized Security appliance restores 
network access. Root Cause Analysis provides 
detailed view of what happened
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Demo Sync Sec 
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Synchronized Security

Summary - Key New Features in v17.5

Central Management

Wireless

Top Requested Features

Lateral Movement Protection 
Automatic isolation at every point in your 

network 

Sophos Central Management
XG Firewall joins Sophos Central:

Manage all your IT security from a
single pane of glass APX Wireless Access Points

WAVE 2 Performance:
Faster connectivity, higher capacity and

optimal performance

Education – Protection - Networking 

•Firewall rule auto grouping
•Log viewer enhancements
•Client Authentication App Enhancements
•TALOS IPS Enhancements
•Airgap deployment support (MR1)

•Chromebook Authentication
•Web Policy-based SafeSearch
•Classroom web policy overrides
•Email anti-spam enhancements
•Sophos Connect IPSec Client

Synchronized User ID
User authentication through Security Heartbeat



• Central Management
• Synchronized User ID
• App Sync enhancements
• Chromebook Authentication
• Log viewer enhancements

• Firewall rule auto grouping 
• Web policy overrides
• Web Policy-based SafeSearch
• IPSec Client
• Airgap deployment support

• Email anti-spam enhancements
• TALOS IPS Enhancements 
• Lateral Movement Protection 

Visiblity Protection Productivity 



Security Heartbeat™

New in v17.5 - Lateral Movement Protection
Automatic system isolation – even on the same broadcast domain

Security Heartbeat™

Servers

Lateral Movement Protection
XG instantly informs all healthy 
endpoints to ignore any traffic 
from a compromised device.

Internet

Sophos
Endpoints

XG Firewall

RED Heartbeat Status
triggers isolation whether the 

result of endpoint, firewall or IPS 
signature detection



Sophos Central Management
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Your Complete IT Security Management Platform

One Console

• View status and manage XG alongside all 
other Sophos Central products

• Full device management via SSO

• Secure remote access to all your XG devices 
via Sophos Central

• Alerting and status for availability, license, 
performance, and security

• Manage firmware updates

• Option to store/maintain backups in Central

• Zero-touch setup of new appliances

Free for partners and customers!

No Additional License Required



XG Firewall in Sophos Central
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See all of your firewalls under management



Firewall Alerts
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Manage Alerts for all firewalls in Sophos Central



Store Backups Per Firewall
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See and manage backups for your firewalls 



Zero-Touch Deployment
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Remote device deployment without an on-site engineer

1. Use the Setup Wizard in 
Sophos Central

3. Transfer the Config File to a 
USB Stick

2. (Optional) Email the Config File 
to the remote site

4. Start the device with the USB 
stick connected



Enhanced Sophos Synchronized App Control
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Identify hidden Apps

Block or Control Unwanted Apps

Prioritize Important Business Apps



New Web Policy Options
Greater flexibility for SafeSearch, YouTube and unblocking sites for education

What’s New
• Override codes for blocked 

websites which can be 
configured/managed by 
teachers through the user 
portal



New Web Policy Options
Greater flexibility for SafeSearch, YouTube and unblocking sites for education

What’s New
• Override codes for blocked 

websites which can be 
configured/managed by 
teachers through the user 
portal

• SafeSearch and YouTube 
restrictions are now part of 
web filtering policy settings –
enabling user/group based 
control of these features



JavaScript CryptoJacking Protection
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One-Click Protection



LAB

Servidor

Internet

Equipo1
Navegacion RestrictivaXG Firewall

Equipo2
Navegacion Permisiva



Servidor DC

Internet

Sophos
Endpoints

XG Firewall

New Synchronized User ID
User identity synchronized between EP and Firewall automatically

STAS
Collector & Agent



Security Heartbeat™

Servidor DC

Internet

Sophos
Endpoints

XG Firewall

New Synchronized User ID
User identity synchronized between EP and Firewall automatically

Synchronized User ID
XG gets user ID from endpoints 

automatically that are on an 
Active Directory domain.



Log Viewer Enhancements
More powerful and streamlined trouble-shooting

What’s New
• Column selector  - select any 

17 columns from a list of 44 
possible fields

• Rule IDs referenced in logs are 
hyperlinked to open the 
related rule in the main 
console window

• Filters sorted alphabetically



Email Enhancements
Closing top requested feature gaps with SG UTM

What’s New
• Recipient verification using 

Sender Policy Framework 
(SPF) for spoofing protection

• Route to DNS Host 

• Improved MTA 



IPS Enhancements
Added IPS policy granularity

What’s New
• Added protection with 

TALOS (Cisco Sourcefire) 
pattern library augmented 
with additional patterns 
from Sophos Labs

• Increased granularity in 
policies with 60 categories 
(up from 21) with an easy 
inline search option



Synchronized Security via Remote VPN
Free client for easy, reliable remote connections

What’s New
• IPSec VPN client for Windows/Mac

• Supports Synchronized Security for remote users

• Easy deployment and maintenance

• Simple operation requires no user education

Free for partners and customers!



Synchronized Security

Summary - Key New Features in v17.5

Central Management

Wireless

Top Requested Features

Lateral Movement Protection 
Automatic isolation at every point in your 

network 

Sophos Central Management
XG Firewall joins Sophos Central:

Manage all your IT security from a
single pane of glass APX Wireless Access Points

WAVE 2 Performance:
Faster connectivity, higher capacity and

optimal performance

Education – Protection - Networking 

•Firewall rule auto grouping
•Log viewer enhancements
•Client Authentication App Enhancements
•TALOS IPS Enhancements
•Airgap deployment support 

•Chromebook Authentication
•Web Policy-based SafeSearch
•Classroom web policy overrides
•Email anti-spam enhancements
•Sophos Connect IPSec Client

Synchronized User ID
User authentication through Security Heartbeat

Ideas.sophos.com




