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2.2 billion
stolen usernames

and passwords

Source : 600GB torrent on dark web

30%
of the world’s 

population
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500,000
new malware

per day

only seen
once

75%
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38%21%

33%

5%

Multi-Stage & 
File-less Malware

Active
HackersRansomware

Cryptojacking

3%

Generic
Malware53%

orgs hit by
ransomware

paid the ransom

1/3

*Source: State of Endpoint Protection Study 2018



Vulnerabilities Waiting to Be Exploited
Software Vulnerabilities Reported by Year

Source information NIST National Vulnerability Database as of Feb 14 2019
https://nvd.nist.gov/vuln-metrics/visualizations/cvss-severity-distribution-over-time
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EMOTET

A Recent Threat
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UNDERSTANDING EMOTET



EMOTET
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2014

Amongst the most costly and destructive threats 
to U.S. businesses right now

U.S. Department of Homeland Security, 2018

2019

Trojan that silently steals 
victims’ banking credentials

Highly sophisticated network 
worm with global reach that 
distributes other malware, 

mostly banking Trojans

QakbotDridex IcedID

RyukSandbox Evasion

First
Seen

Upgraded Evasion ZBotTrickBot
Occasional Attacks

Constant evolution

2015 20172016 2018



Emotet’s Goals
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Spread across 
network

Skim email 
addresses and 

names

Send spam to 
infect other 

organizations

Download any
malware 

payload(s)

Be a 
smokescreen 
for targeted 
ransomware

Steal browser 
histories, 

usernames 
and passwords

Data breach

Security breach

Reputation damage

Primary infection

Secondary infection

High Impact

It only takes one 
machine

It constantly 
evolves

It keeps 
re-infecting







Anatomy of an
Emotet Attack

STAGE 1

User received a malicious email (malspam)

STAGE 2

User clicks on a malicious attachment
A document called ‘rgnr-avr111205-85.doc”
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parent to

parent to

p
aren

t to

Outlook

75 registry 
keys

1 IP
Address

386 files

rgnr-avr111205-85.doc

Word

cmd.exe

9 files

PowerShell

45 registry  keys

Printer
Driver Host

431.exe

cmd.exe

431.exe

14 registry 
keys

2 files

89 files

431.exe
STAGE 3

User enables malicious macros in the document

STAGE 4

The macro uses cmd.exe (Command Prompt) to 
execute malicious, obfuscated code

STAGE 5

cmd.exe launches a second copy of cmd.exe

STAGE 6

This new instance of cmd.exe launches and 
executes PowerShell

STAGE 7

PowerShell connects to an IP address and 
downloads a file called 431.exe

STAGE 8

PowerShell executes 431.exe which, in turn, 
executes a second copy of itself

STAGE 9

Intercept X detects PowerShell connecting to a 
suspect IP address and downloading an exe with 

unknown reputation, and blocks this behavior and 
identifies the root cause (Outlook).
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Anatomy of an Attack – The Cyber Kill Chain
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Anatomy of an Attack
Cyber Kill Chain

PRE-BREACH POST-BREACH

Traditional AV,
File Scanning,

White Listing, Sandbox
SIEM, EDR and Anomaly Detection

Firewall, Web, User 
Training and

E-mail Filtering

Recon DeliveryDevelop Exploit Install C&C Actions



Delivery Exploit Install C&C Actions

Layered Defense
Intercept X Advanced with EDR

CODE MITIGATIONS

LOCAL PRIVILEGE MITIGATION

CREDENTIAL THEFT PROTECTION

MACHINE LEARNING

MEMORY MITIGATIONS

SAFE BROWSING

ANTI-RANSOMWARE

APC MITIGATION

PROCESS PROTECTIONS

APPLICATION LOCKDOWN

INVESTIGATE & REMOVE
Threat Cases
Sophos Clean M with SafeStore

SYNCHRONIZED SECURITY
Heartbeat

MALICIOUS TRAFFIC DETECTION

APPLICATION CONTROL

PERIPHERAL CONTROL

DOWNLOAD REPUTATION

DATA LOSS PREVENTIONWEB PROTECTION

WEB CONTROL

ANTI-MALWARE

PRE-EXECUTION BEHAVIOR ANALYSIS

POTENTIALLY UNWANTED APPS

LIVE PROTECTION

RUNTIME BEHAVIOR ANALYSIS

DETECT & RESPOND
AI Expert Insights
Cross-Estate Hunting
SophosLabs Threat Intelligence
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UNKNOWN

THREATS

CRYPTO

RANSOMWARE

EVASIVE

HACKER

Crypto-Ransomware

Stop Ransomware

• Behavioral Based Conviction

• Blocks Encryption and Boot Attacks 

• Automatically Reverts Affected Files

• Identifies Source of Attack

Prevent Ransomware Attacks
Roll-Back Changes

Attack Chain Analysis

Deny the Hacker

• Protects against Real-Time Breaches

• Stops Credential Harvesting Attacks

• Prevents Persistence Techniques

• Blocks APC and Process Attacks

Real-Time Attacks

Prevent ‘Land and Expand’
Protect Login Credentials

Expose Hackers in plain sight

Protect Against the Unknown

• Deep Learning Behavior Model

• Signatureless Exploit Prevention

• Malicious and Benign identification

• Tiny Footprint & Low False Positives

Unknown Threats

No User / Performance Impact
No File Scanning

No Signatures

Modern Attack Solution – Intercept X
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MALICIOUS

BENIGN

MALICIOUS

BENIGN

“Traditional” 
EDR

MALICIOUS

BENIGN
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Best protection and lowest TCO in the industry

NSS Labs  ADVANCED ENDPOINT PROTECTION COMPARATIVE REPORT MAR 2019



Respond Detect

Predict Prevent

Adaptive Security Architecture
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What is EDR?
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It’s not a switch you flick on or a dial you 
set and forget about.

It is a process of using a multiple 
features/tools to detect potential threats 
and respond to them.

EDR is something you do.



Synchronized Security

BANK
$£€



BANK
$£€

Endpoint Detection
& Response

SophosLabs
Threat
Intelligence



Staff knowledge is the largest barrier to EDR adoption

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%

Other

Ease of Use

Value

Cost

Staff Knowledge

Top reasons why organization does not have EDR

Other Ease of Use Value Cost Staff Knowledge

Source: Sapio study in conjunction with Sophos, October 2018



Security Analysis

Prioritized threat 
indicators and 
threat hunting



Threat Intelligence

Access on-demand 
threat intelligence 
curated by 
SophosLabs

Analysis



Malware Analysis

Analyzing files using 
Deep Learning



Day in the Life of an Analyst 

*Coming in 2019

Sees Dropper.exe distributed 
malware (which was blocked)

Remediates threat 
“Clean and block”

Identifies top incident as Dropper.exe via 

Threat Indicators*

Determines where else 
Dropper.exe exists

Requests more details from 
SophosLabs

Uses Deep Learning to 
determine file is malicious



All Managed Through Sophos Central
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Demo Room
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Demo
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