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CCN-CERT: Ciberamenazas y tendencias 2018

En 2017 también se llevaron a cabo ataques con el objetivo de obtener rendimiento econdmico. Para ello,

se emplearon distintos métodos.

FRAUDE AL

Los delincuentes intentan que
el departamento financiero
de una empresa redlice
fransacciones econdmicas
utilizando nombres de dominio
similares al de la organizacion
en cuestion.

| SOPHOS | DISCOVER.

MALWARE COBALT

Envio de correos electronicos
a empleados de bancos con
un archivo adjunto malicioso
que permitia tener acceso a la
red bancaria interna e infectar
los servidores que controlan los
cajeros automdaticos.

CIBERPIRATERIA

En Italia, la policia detuvo
en 2017 a dos individuos
sospechosos de ciberpirateria,
que habrian realizado
inversiones basandose en
informacion robada.




Drone strikes, not carpet bombing
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UN ATAQUE DE TIPO 'RANSOMWARE

Puerto de BCN, Maersk... Una oleada de
ciberataques 'estrategicos' golpea Cataluna
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| han sufrido potentes
justo en el mismo periodo de tiempo
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Panorama de amenazas actual

Privilege
Escalation Bots
Cryptocurrency/ 1% 1%
Financial Malware Ransomware
8% 26%

Generic
Malware
12%

Web
Malware
12%

Advanced Malware
20%
Email Malware

Eg - I_I | I-I' = m ° ASource: The State of Endpoint Security Today Survey



ik

of organizations

were running
up-to-date
endpoint security at
the time of the attack

514

of organizations
do not

have specific
anti-ransomware
protection in place




Social Engineering — “Timo del CEO”
El timo del CEO es una auténtica epidemia

EC) generaron pérdidas por valor de mas de 676 millones de
comparan con cualquier otra categoria de amenaza.

S Sise

Inicio / Seguridad / jCuidado con el timo del CEO en las empresas!

EMPRESAS

Qué es el 'fraude del CEO'y
como evitarlo iCuidado con el timo del CEO en las empresas!

Se estima que los ataques 'Business Email Corporate' costaran a las empresas
9.000 millones en 2018.
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El 93% de las Brechas de

Seguridad provienen de
algun ataque de Phishing



Inside Matrix And Emotet:

How they work and how to defend

SEE THE
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Two Recent Examples
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EMOTET

A4

Constant evolution

Trojan that silently steals
victims’ banking credentials

Upgraded Evasion TrickBot ZBot

Highly sophisticated network
worm with global reach that
distributes other malware,
mostly banking Trojans

. L]
* o
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20 14 First Occasional Attacks

Seen
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Dridex

Sandbox Evasion Ryuk
lcedID Qakbot 2013
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Emotet payloads change constantly

300
700
new payload executables every day
600
500
414
400 375 = e
343 338
300 270 248
208 214
125 119 129
100
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# of unique Emotet payload executables seen by SophosLabs
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amazon

Your Amazon Today's Deals All Departments

* Your invoice from Artur Blazejewski From: Arl i@ @ > Date: 2019-01-16

STAGE 1

I've forwarded this invoice on to our accounts, however could you please send invoices to arl
future.
This will ensure it doesn’t get missed.

Dear client,

User received a malicious email (malspam)

As a thank yoi | haye enclosed a copy of the invoice for vour ow
Amazon credit] 2 > Date: 2018-12-23

credit to any p§ Thank you very much for working wi

Art
The ACH Payment payee/payor PAYROLL was modified on 12/18/18 in your Bankofamerica internet banking profile.
T 472.776.1685 | O 863.581.1490
amazond c aq @ https://secmail bankofamerica.com/formpostdir/securereader?id=KKnYb-iV31Zryltiyzk9x_AWKZIUQhu-9S&brand=44859627

Following is the detail:

(L) DAUDATY Acay

YouE Amazan com order o AT G COr M TR ) AR S - * Your AT&T wireless bill is ready to view From: AT&T Online Services < : Date: 2018-12-20

amazon

Your Recommendation

Hello Your bill is ready at myAT&T
Thank you for shopping with us. We confirnation that your tem has shipped. Yo
below. The payment details of your transaction can be found on the order mvoice
Your monthly wireless bill is now available at myAT&T.

Your estimated delivery date Is A,
Tuesday, January 29, 2019 - Thursday, January 31, 2019 Account ending in: 2086
N Bill Total: $695.54

Ei;:s“spp‘”g Speec Payment due: 12/19/2018

User ID Alde details are printed on the remittance advice.

Payment Sumr

Order #18 ' Paypa,

* Inveice 2018-012751 from From: "Demal 1 < mdemoitiar Company.co uk>" Date: 2019-02-09
Afternoon, Demolition&WasteCo E
Thanks for choosing us,
AT&T Hi.

ew my bill

You received a payment o 5 GBP

Thanks for using PayPal. To see all the - : fasteC i
RERS TOCUSR ey, L)l Sec sl Bic i We just processed the payment for your Demolitiond&WasteCo account and charged your credit card for $1.296.00.

To lean more abaut org Downic 1

If you need help or if you have any questions, please contact us.
If you want more inform| J 7 '

It may take a few moments for this transaction to appear in your account %
Thank you for shopping Thank you very much for working with our company.
Amazon.com Seller Protection - Eligible

It was nice working with you.

Questions? Go to the Help Center at v.paypal.cor

Piease do not reply 1o this email. This mailbox is not monitored and you will not recelve a response. For assistance, log in Invoice 2019-012751

to your PayPal account and click Help in the top rig| o of any PayPal page
y ) = R o Sender: Demolition&WasteCo

You can recelve plain text emaiis instead of HTML emalis. To change your Notifications preferences. 10g In to your account Invoice date: 02.01.2019

go 1o your Profiie, and click My settings Due date: 02-04-2019

Amount due: $0.00 (Amount paid: $1,296.00)

View receipt

Copynght © 1999-2018 PayPal All rights reserved. PayPal (Europe) Sarl et Cie, S.C A, Société en Commandite par
Actions. Registered office: 22-24 Boulevard Royal, L-2449, Luxembourg, R C.S. Luxembourg B 118 349

PayPal PPX000500:8.6:15m8aq1wdh7ke




386 files \

parent to

x@ 0
f 5 Outlook Word s, 11p
= =%, < % Address
75 registry = - < =
- m -
keys comm— parentto
Printer | |
Il__‘ Driver Host cmd.exe

45 registry keys
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Emotet’s Goals

Spread across

network

Be a
smokescreen
for targeted
ransomware

UTLRE B CERE

Send spam to
infect other
organizations

Download any
malware
payload(s)

16



Emotet’s Goals

Spread across

network
Be a

Send spam to

smokescreen )
infect other

for targeted ..

organizations
ransomware

Download any
malware
payload(s)
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Emotet’s Goals

Spread across

network

Be a

Send spam to
smokescreen

infect other

It constantly H It keeps
evolves > re-infecting

Dqg

malware
payload(s)

#FLITLIRE ESZES EIRRYE
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1. https://news. sophos com/en-us/2019/03/05/emotet-101-stage-1-the-spam-Iure/

2. https://news.sophos. com/en us/2019/03/05/emotet 101-stage -2-the-malicious-
attachment-and-killchain/ L 0/ | NN

3. https://news.sophos.com/en- us/2019/03/05/en}otet -101-stage-3-the-emotet-
executable/ v NS AN G .

4. https: //news sophos com/en us/2019/03/05/emotet 101-stage 4 command-and-
control/ g e

5. https://news.sophos. com/en us/2019/03/05/emotet 101-stage -5-a-delivery-vehicle-
for-more-malware/

SOPHOS



n
~ = ~ 52 - A+ ~ = O o (o] 1y YT =
D<= | 2
> < DA —<Q VO e H R} M.E@s/A ~ = &L W O L s Qv A
B 1> T R T o i e Lo S (> S T & B el B -~ T v T e i B S e = N D L

0 Qe+ \OFE M —lle—m D a3 Y U A > OB @ 0=—=1T 0 e\ HO <0 O T LN N i« "U.J,om‘é .

RS> R W Ol — Q- <C UNZ @ >  ALCTLIDN U L OON i
1 =T TR M e NI AUy e ALy 1 X 110 S ..I..rtfu..,e]\..vw.ﬂl@!, 1 OO AT Q= YD

5 o) RO S a0 e N QLD TS 10 e c— Aok | R0@D SO0 O G 110010
O RO NO00 Huwa 2L

VO FEE x OO (|2 vt

STZ RS MR @ TR L

Uprrmmn) « QO 2 AU QD= ol £ A veee=alid

»U.WSUJ«(v\J 2RE &M
C AT N Q-0 > %&Ehﬁauée_t «Q@@;v‘?&

N D O M D PR K SR O
Bl BN 0 R D 0 B 3 L @ P x.n_a&i:n WM osthe S AR ERR OO N oSz
Lol PP RE G 0 BaRREYLCIHuGuRNY O BDONS ®r N N
%ﬁsﬂﬁwgm(aﬁgw&vaﬁ%g O AB 2o QSRRSO
TIREZQ A _m&nﬂ@wx%i AEAR T O @Y = B F2 DAL S = T >yt q&d\qonéfgug ~fwe R
s i S Qo RS s e, 8 o > D24 R CR ik 2 [C 20 [ 0:WEONE e o ar
eer‘WmMMmsu@eaaHau@wquﬂWm%Wv ® S B — A ﬁ VO ww ® ' o
3 w1 N L) 1N £ B OTIEIRAQS: %00 c &IOS 5
a2t T e O -=
- PEh e FRE@Y -ﬁﬂ w.m,m:a.wu_v\m a W= 2 R —y e 2%~ f 20
AR WO w2 F R S gye oW BROBHTE, T - e AP U oq o nio (B Min—
ST @ B BN s [ 3 R S Sl D | O &A % D.E - « ,a\.r\A.x@.PGo %<0 B OB S RO RO WD D D
ROXEEAYHEE W O §'S Wik] R 'Stk 4 3 G . tb 5. fsl?ﬂé@.&d%ﬂ O | e SR 0 9H ST O o
P G R-A SRR ] @R-R B TTe— Sl 2 [ Optec D T SO (10— il + @ O— = ERDUH0 LD~ XORN— [ 1@ 10 Hem >
i5a o Seon R S0 WO m e D B 1P M@ mN D 3 - i - 520 SO — 10 R 4D SH- @ < RSB R X P
& e R Brg B P B W P <ot T X B X R — tous X @~ GI0e — HSi—<—iOu -2 Du D &Meo S 60 - 1R OMe oo
;1.&3%6@%@?@0%@#«&4?2 Dt o TS N NN ek e N e rg T U RO TPO® T f e B R0

%%6 ?@.ﬂﬂ%@‘m@w_ﬁﬂb E®woly @
EHRAT RO § 4 WL Dk O Rer Erpe=s
IR SR NGy r -QE BRGS0 @«

@ ,okawd\.ﬂﬂ%iqA aoAm?H_.l@. LA (O VB0 @ o (f RTe—

e SR SRR B> s PR T § 3 B AR R ESYR @ NE DT PSL DS XodaoTo>o0e >0
AR Y EE P kﬁ%ﬂ@mgt?ﬁaaﬂmaﬁw = Rt &bw%nﬁh#? GO l. {)&Lﬁ RO | PR o L AN &
MR NEBB N L Frm o N N~ PO YR oy - E AR Rowréon
PR 1 R R R ) R T ﬂﬂ.f"_t,ﬂﬂ\ i 2L P fPioR drmyﬂ.@&&.@ﬂl: ouaQn ENEJ OO SR 0 — 6 v v oM@~ Ta -TMUE OZUR
_WMJDmﬂwnMN*.ME.NHN”LW7.NM§§AQJW e - lﬁ_w@gﬂ?j BEYREKEEOFE " 0T - ~06 AW~ *+ » ~PHu DSMOVOSG@O ~~— Mme oo
m@abw#m%?w,ﬂw#m_uwthwﬁ.ﬂﬂﬂiimi@dév ﬁ%%ﬁ ] a@.w_.%ww. = g o=a Ia., e (O] O T O STONE 1O 2 o

AH OO T OB S HTOER ~ LNV L WX A w
eéa.muwogmk&%éﬁ_mmbu?%%% 0 0 BTV st = atei EE N ry
S HBED M TS BN 0 e 3 g IR+ R, sy 8 ¥ URCHAZ HHED - - $2( i W oX B DD HTFé-1E G ity — 5 O wtx I3
& 2@ =2iBQ <, @‘Stﬂd‘iull_n.n% Bl == R0 @H O cONEE) Il Oomim > @ = =BE 1 @ Kl = B e = [
D IR PO CSEHTR D o B (BT DA - HOC D MR w00 Ek oS €D D) A @i@mﬁ IR S
ARANDSE R REB TWRE 7 69 m HRFFE B0 TE-BRR ) SRR A 1Y REE >4 5 oAb D T4
LBREELLLTER S XY m MO0

FEERGADLE FEHB UG TYER ¥ BRIV Do) pret 1D CHBRRE0 G-I >~ 0 DU a0 M @ OR0~

Lt O SR U Gt 0 O] ar aliwO S

MO~ STITO>0e: ©>@a-

ot QT %G OMD PO - ) FfSOTC

w v v oM~ -Te -Lnko0znR

7 0 4 TR ek B 8 i S B e RS 2 @0 A SO WD 0 D X ek DR 808 DA O ZBO <= -BE W Oo
L.m.ﬁﬁ&.ﬁ@#ﬁb!imi!ﬁi - WER @D s _?Iy@oaAiT@ BPEN 6T ¥ e w I AR U 2 Toir e SN NHER ww o'
@O Brorte o 3B I - L BIFME. 0 S D M ey S B AR R S ol B S ST ELE VT % W T S
3 Ac»uv@mdaﬂmmﬂd@m Viwﬁa,dmﬁ@g,@# ZFTF R D oBeg g g - oL RRE L Ll Ly _a_ o o
SrMA DG CABRE mothe@> B-- o Sl 40 M= H L —O RS § 00O THO— vS2 TOR » LD > 22
5 P OW TR B.SEE 15 0)% PRRDIDR SO« e NP TEMPI A NI DO O NG ELN— @
vﬂW@.Uﬁ«DGMbE&W‘Q@ WAE DR X @rEg - 0L S prie 3PN & B0 — x —HOL™IMD 0D X IR A O 1 8 T > I >v— [ 0D
Lu#ﬁ%ms,?wnv.vﬁﬁy@icﬂxﬂsmw@@mm,; I 8 IR
= W aio B, W S iy © T Sy y,._a YRS ALY 5 g Ty iy T~ VU -0 ¢ e RO

R SO A W B K RO R P <14 1 510 ISy B .ﬁ%%

AFRAVE Qo Oh syEEl -
= 45 008 @ B @t DR 0 0 b X Boxg o< Gr Oxa B R

AT N KB TR UM R E LR R N <G ) ) i - Do i 2 g et -l BES hd LHE o F U b o
SRR 4 S A 0 TR % R B 4 DRI 1o [ 2 ML TrvgP— o STHTRA O 8 ROND - QB O~ e W= >
Creimp e sRReB ~RRAEDE 5 AN & KO S o @ 4 SR T IREE Z G0 N B 0 - ) Ny B
Y,.WJ?«G_@G?OB@QZA3é§¥$@%@’ﬁl]hﬂ <O I RO AR~ 2O THEDRSS 0T B 90 A S v § o |
e LR I mwavwmﬁas&@dav —= I -
19IBARD L OFXACADG 2N 5> e - e =R~ 0+ . i OBl
R e P AU %&1‘? - P AES RGO LY L FY yvmwf:
Aiwr.!_ﬂ.aﬂ.s.mﬂc_ax.ejgig_.iw S ~ - T B A SOy~ (92§ Mu&.ou o~
Qu.&:aa&eaﬂm@i&&ngaéﬁfﬁwcl -F et om= sa: wro> QS O ~o4
i..mmwiﬁm 26 By PP fH R OBYD> = . - i
ORI O SR H S XTI & e . e e o8y :%S_a\AMFA i
O MBI EWMD VROV W XD CMOROR -~ —R4BEELX TR« Q— Q9 QoW aa—~ (OZGB—NDOR - Hnul < C
- % NI L0 AFEZ A 1~ S T @ TDOND 10 & ot THZ30 30 O3 QB P& HEN 90 HR BT~ LHB)® B © 2 o 203 ) B+ = «
Vot - DOPEO I =D E MR WO O R [ X =V REQUSBON RDOWYRHL Y o o b wFoown
A s A E -@wtRBesvali® oursmo. B8R T C@Rlon B G ONRMD SO BQPWIE 00 N v— H© S0 SIS
\i.,,‘ O I e R I ) ax o™y RE e v~ o
o 3n.&aiﬁﬁ.ﬂwmveutaas593)&@%%?}@.5 O o- Bl B T onth 3 o R S5
- A vl K - L
NG v —a Soallc O- O =0+ + g ¢
z S SO—E e
CLSE O 2D B G =g < el y
> QR
J 0.0\ J 3 ot,»c:d.jc LuLl.ﬁ/. = i = — LN G J nh.l.r(%o — AN N . |1
BTSN PP G S A AT O o — N ooy Lo E - o o e s B
Jisg— It < AR <T VLT T QAR + C _V/.\..‘O/.‘ N A0 A\ e b O L) i 5| Y=
- O K e WYe— P R o ¥ < > ®) UK @—" G O MXXIT oo ~HOv
1 b o
G s — e TN U 0elliQ U S S0~ Z 0
Od\frr .l .5‘ ] R (Rt S Wy »\A ) = - g ——_—ee T 11 AR SATT N \“ e Ty T
=< NN
) ] e o4l HEFE . P b
> O o AT ..OY D
R U
O —~v00 Qi o w U O TR X Q) o wlE Y o ——
Dyt > MO @ C- <O X 0 — X | OXao uasgsuo
U ATR .AU.,E\:LYQ _I:E.v¢ _.ﬁO,P:u O_,r N 9@ 80O«
| < @© N4 ' TCPO I o rx @ Tl =TS
D SNl N T O o Shs Qo< TRILNNIST W () s (o)~} HU&.SWIH SN b <EOR $/Ul 90 Ja ! ‘Wu..m&uﬂml.rrl .
— C=SSIETO) AR, (D N T (IR O D T e R = B [ B> N T 7~ omn 12 I TR e | T QU@ p O=LE

T (3 1 D RS o ff >« S5 Y



SamSam

E NYT National News &

Atlanta’s city government has been partially
paralyzed for days by a cyberattack. Traffic
tickets can't be paid online. Wi-Fi at the
airport is down.




| 8% L% | L% . ®
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psexec -—-accepteula -s \\machine-name cmd.exe /c 1f exist
C:\windows\system22%g04inst.bat start /b gl4inst.bat <PASSWORD>
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SamSam ransom payments - $6.7 million USD
January 2016 - November 2018

| SOPHOS | DISCOVER.



Copy cats

Active

First appeared

Type
Infection vector

Victim size

computers
targeted

Attack frequency
Regions affected

Decryption
available

Ransom currency

Avg.ransom

Payment method

SamSam
No
2015

Targeted

RDP
Exploit

Med/large

Servers/
endpoints

Med
All

No
Bitcoin
S50k

Dark Web

#FLITLIRE ESZES EIRRYE

Dharma
Yes
2016

Targeted

RDP

Small/med
Servers

High
Al

No

2016

Targeted

RDP
Exploit

Med/large

Any

No
Bitcoin

$3.5K

Email

BitPaymer
Yes
2017

Targeted
RDP

Med/large
Servers

Med
All

No
Bitcoin
$500k

Email
Dark Web

2018

Targeted

RDP

Med/large
Servers

Med
All

No
Bitcoin
$100k

Email

GandCrab
Yes

2018
Targeted

RDP
Email
Exploit

Any
Any

High
All

Some variants
Bitcoin

$800

Dark Web

24



MATRIX

Pivoting from automated to manual attacks on highly vulnerable targets

Hackers brute force Once inside, the Deploy ransomware to
Windows computers hackers spread to encrypt data, leaving
with RDP exposed to sensitive parts of the behind only an email

the internet network address to contact

#FLITLIRE ESZES EIRRYE
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RDP (Remote Desktop Pwnage)

% SHODAN femote desktop

Exploits 5 Maps

TOTAL RESULTS

L]
2,439,705 pr——— & SSL Certificate Remote Desktop Protocol
Issued By: AFCERAVCTAS RV GV CIAY G EAVES AR LAY § PR
TOP COUNTRIES B Gomany |- Common Name:
lzzued To:
self-signed |- Common Name:
Supported SSL Versions
TLESw1, TLEv1.1, TLEv1.2
Diffie-Hellman Parameters
Fingerprint: RFCZ240%0akley Group
China 736,521 2
United States 500,803
‘Germany 106,468
Brazil 95,671 L LB
Russian Federation 65,071 HEG Mase & SSL Certificate Remote Desktop Protocol
Issued By: AFCERAVCTAS RV GV CIAY G EAVES AR LAY § PR
TOPSE B Gomany, Koin |- Common Name: -
RDP 2,411,365 fssusd To:
RDP (3388) 27,631 selfsigned |- Common Name:
SMB 426 Supported S5L Versions
Citrix 161 TLESw1, TLEv1.1, TLEv1.2
HTTRS # Diffie-Hellman Parameters
Fingerprint: RFCZ240%0akley Group
2
Tencent cloud computing 328,241
Amazon.com 146,460 1 ™ T ™
China Telecom jiangsu 0,19 & SSL Certificate Remote Desktop Protocol
Korea Telecom s Amezon.com Issued By: \x03\x801 100" xBb\x0E\xd0\ XD\ x BB\ X124\ %80
Beijing Baidu Netcom Science and Technology Co. 32,402 |- Cammon Name: -
® Japan, Tokyo Izsued To:
TOP OPERATING SYSTEMS |- Common Name: u
Windows 7 or & 9,900 [ cloud L saif signed

Supported SSL Versions

Windows XP 4564 TLSv1, TLSv1.1, TLSv1.2

Windows 6.1 210

Unix 108 Diffie-Hellman Parameters
Windows 7 Professional 7601 Service Pack 1 1" Fingerprint:  RFC2400/0akley Group

2

| SOPHOS | DISCOVER_




DEFENDING AGAINST
EMOTET AND MATRIX WITH
SOPHOS






Emotet Attack Chain

D
: /¢
M!@/wra—». .

WEB PROTECTION

EMAIL
PROTECTION

SANDSTORM

SEE
THE
[
d|
o
_

ANTI -EXPLOIT .
(CODE/MEMORY/APC ) LEARNING

APPLICATION

HIPS

LOCAL PRIVILEGE
MITIGATION

APPLICATION

TLIRE EEE BRI

MALICIOUS TRAFEIC

SOPHOS

TR

ANTI-RANSOMWARE

CREDENTIAL THEFT

RUNTIME HIPS
THREAT CASE (RCA) & EDR



Los datos de Cybersecurity

Ventures senalan que habra 3.5

millones de puestos de

especialistas en ciberseguridad
sin cubrir para el ano 2021.




Seguridad Sincronizada = Seguridad Next-Gen
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Gestion Centralizada: “Cibersecurity Made Simple”

Partner Dashboard Admin Self Service
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Reconocimiento como Lider por el Mercado/Analistas

MRG Effitas

Small Business Malware Protection

Protection Protection

Gartner FORRESTER

Advanced Endpoint
Protection

TCO
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