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Portugueses investem pouco em ciberseguranca. E por isso ficam mais
vulneraveis a ataques

Date: Outubro 16, 2018 Author: £dit

Portugueses
Investem pouco em
ciberseguranca. E

por isso ficam mais
vulneraveis a
ataques

As conclusoes resultam de uma analise publicada pelo Ministério da Economia, que entre os “remédios” defende que o
Estado devia fazer campanhas de sensibilizacao sobre os perigos online, nao s6 para empresas, mas também para cidadaos.
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CCN-CERT: Ciberamenazas y tendencias 2018
Centro Nacional de Ciberseguranca (CCNS)

En 2017 también se llevaron a cabo ataques con el objetivo de obtener rendimiento econdmico. Para ello,

se emplearon distintos métodos.

FRAUDE AL

Los delincuentes infentan que
el departamento financiero
de una empresa realice
fransacciones econdmicas
utilizando nombres de dominio
similares al de la organizacion
en cuestion.
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MALWARE COBALT

Envio de correos electronicos
a empleados de bancos con
un archivo adjunto malicioso
que permitia tener acceso a la
red bancaria inferna e infectar
los servidores que controlan los
cajeros automdaticos.

CIBERPIRATERIA

En Italia, la policia detuvo
en 2017 a dos individuos
sospechaosos de ciberpirateria,
que habrian realizado
inversiones basdndose en
informacién robada.




Drone strikes, not carpet bombing
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@ )
Hospitais da CUF alvo de ataque
° S, 0
informatico
O sistema informatico dos hospitais do grupo CUF sofreu um ataque que impede a utilizacao dos computadores do
grupo. Impacte ainda esta a ser avaliado

Carlos Ferro
04 Agosto 2018 — 10:59
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TRUTH"1

ITISNOWTHE NORMTOBEA
CYBERATTACKVICTIM

68% of organizations say they were
nit by a cyberattack in the last year,
twice on average.

TAKEAWAY: Assume you will be hit
by a cyberattack when planning
your security strategies.




TRUTH 72

ITTEAMS LACK VISIBILITY INTO ATTACKER DWELL TIME

Organizations don't know how long
nearly one in five threats (17%])
was in their environment before
being discovered. As a result, they
don't know the damage caused.

TAKEAWAY: Worry about the
L threats you can track. Worry
more about those you can't.
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TRUTH "3

IT TEAMS CAN'T PLUG THEIR SECURITY GAPS
BECAUSE THEY DON'T KNOW WHAT THEY ARE

One in five IT managers are unaware
how their most significant cyberattack
entered their organizations. As a
result, they are unable to protect
these entry points.

TAKEAWAY: To improve your
long-term security, it's essential
to understand your weaknesses.




TRUTH *4

ORGANIZATIONS LOSE 41 DAYS EACH YEAR
INVESTIGATING NON-ISSUES

i wnn Organizations spend, on average, 48 days a
vear investigating potential security incidents,
yet only 15% turn out to be actual infections.

) TAKEAWAY: Endpoint detection
WIE UL e DRI and response [EDR] technologies
AT b '- that identify, prioritize, and analyze
security incidents save you time

while improving security.




TRUTH*®S5

ORGANIZATIONS STRUGGLE TO DETECT AND RESPOND
TO THREATS DUE TO LACK OF SECURITY EXPERTISE

Four in five IT managers wish they had
a stronger team in place to properly
detect, investigate, and respond to i '
security incidents. Yet /9% struggle !‘ “ £

to recruit the cybersecurity skills >

they need. y ’

TAKEAWAY: Focus on technologies

that enable you to add expertise ‘ \
without adding headcount.



TRUTH "6

MORE THAN HALF OF ORGANIZATIONS DON'T SEE
THE VALUE OF THEIR EDR SOLUTIONS

> While 93% of IT managers want
“‘ EDR in their security arsenal, 54%
. @ S of organizations that have invested

in EDR can't get full value from it.

TAKEAWAY: Ensure you choose
an EDR solution that you can
use based on your current

skills and resources.
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TRUTH *7

ONCE BITTEN, TWICE SHY -
CYBER VICTIMS LEARN THE HARD WAY

Organizations that fell victim to a RGeS0

cyberattack in the last year investigate
twice as many incidents as other
organizations and spend 1/3 more
time investigating potential

security incidents.

TAKEAWAY: Act now. Ensure your
endpoint security strategyis up to
date to minimize the risk of being hit.




Social Engineering — “Timo del CEO”

P) alerta: Importadoras de bens da China estao na mira da
“Fraude do CEO” em transferencias bancarias

Ligia Sim&es 25 Junho

A PJ alerta empresas para possiveis fraudes nas transferencias bancarias internacionais. 0Os gulpes por e-mails
que simulam compromissos cumeruals. tambem conhecidos como ‘Fraude do CEO' que apanhuu ja dezenas de

empresas portuguesas Na mira dos criminosos estao importadoras de bens de paises asiaticos, principalmente
da China.

El timo del CEO es una auténtica epidemia

Las estafas de Business Email Compromise (BEC) generaron pérdidas por valor de mas de 676 millones de
dolares el afio pasado, las mayores pérdidas si se comparan con cualquier otra categoria de amenaza.
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El 93% das quebras de

Seguranca vem de um
ataque de Phishing



Inside Matrix And Emotet:

How they work and how to defend

SEE THE
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Two Recent Examples
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EMOTET

A4

Constant evolution

Trojan that silently steals
victims’ banking credentials

Upgraded Evasion TrickBot ZBot

Highly sophisticated network
worm with global reach that
distributes other malware,
mostly banking Trojans

. L]
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®gusmmsEEnEn » gvEEEEMEERE -
O“‘

20 14 First Occasional Attacks

Seen
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lcedID Qakbot 2013
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Emotet payloads change constantly

300
700
new payload executables every day
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amazon

Your Amazon Today's Deals All Departments

* Your invoice from Artur Blazejewski From: Arl i@ @ > Date: 2019-01-16

STAGE 1

I've forwarded this invoice on to our accounts, however could you please send invoices to arl
future.
This will ensure it doesn’t get missed.

Dear client,

User received a malicious email (malspam)

As a thank yoi | haye enclosed a copy of the invoice for vour ow
Amazon credit] 2 > Date: 2018-12-23

credit to any p§ Thank you very much for working wi

Art
The ACH Payment payee/payor PAYROLL was modified on 12/18/18 in your Bankofamerica internet banking profile.
T 472.776.1685 | O 863.581.1490
amazond c aq @ https://secmail bankofamerica.com/formpostdir/securereader?id=KKnYb-iV31Zryltiyzk9x_AWKZIUQhu-9S&brand=44859627

Following is the detail:

(L) DAUDATY Acay

YouE Amazan com order o AT G COr M TR ) AR S - * Your AT&T wireless bill is ready to view From: AT&T Online Services < : Date: 2018-12-20

amazon

Your Recommendation

Hello Your bill is ready at myAT&T
Thank you for shopping with us. We confirnation that your tem has shipped. Yo
below. The payment details of your transaction can be found on the order mvoice
Your monthly wireless bill is now available at myAT&T.

Your estimated delivery date Is A,
Tuesday, January 29, 2019 - Thursday, January 31, 2019 Account ending in: 2086
N Bill Total: $695.54

Ei;:s“spp‘”g Speec Payment due: 12/19/2018

User ID Alde details are printed on the remittance advice.

Payment Sumr

Order #18 ' Paypa,

* Inveice 2018-012751 from From: "Demal 1 < mdemoitiar Company.co uk>" Date: 2019-02-09
Afternoon, Demolition&WasteCo E
Thanks for choosing us,
AT&T Hi.

ew my bill

You received a payment o 5 GBP

Thanks for using PayPal. To see all the - : fasteC i
RERS TOCUSR ey, L)l Sec sl Bic i We just processed the payment for your Demolitiond&WasteCo account and charged your credit card for $1.296.00.

To lean more abaut org Downic 1

If you need help or if you have any questions, please contact us.
If you want more inform| J 7 '

It may take a few moments for this transaction to appear in your account %
Thank you for shopping Thank you very much for working with our company.
Amazon.com Seller Protection - Eligible

It was nice working with you.

Questions? Go to the Help Center at v.paypal.cor

Piease do not reply 1o this email. This mailbox is not monitored and you will not recelve a response. For assistance, log in Invoice 2019-012751

to your PayPal account and click Help in the top rig| o of any PayPal page
y ) = R o Sender: Demolition&WasteCo

You can recelve plain text emaiis instead of HTML emalis. To change your Notifications preferences. 10g In to your account Invoice date: 02.01.2019

go 1o your Profiie, and click My settings Due date: 02-04-2019

Amount due: $0.00 (Amount paid: $1,296.00)

View receipt

Copynght © 1999-2018 PayPal All rights reserved. PayPal (Europe) Sarl et Cie, S.C A, Société en Commandite par
Actions. Registered office: 22-24 Boulevard Royal, L-2449, Luxembourg, R C.S. Luxembourg B 118 349

PayPal PPX000500:8.6:15m8aq1wdh7ke
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SEE
THE

Emotet’s Goals

Spread across

network

Be a
smokescreen
for targeted
ransomware

UTLRE B CERE

Send spam to
infect other
organizations

Download any
malware
payload(s)
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Emotet’s Goals

Spread across

network
Be a

Send spam to

smokescreen )
infect other

for targeted ..

organizations
ransomware

Download any
malware
payload(s)
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Emotet’s Goals

Spread across

network

Be a

Send spam to
smokescreen

infect other

It constantly H It keeps
evolves > re-infecting

Dqg

malware
payload(s)

#FLITLIRE ESZES EIRRYE
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1. https://news. sophos com/en-us/2019/03/05/emotet-101-stage-1-the-spam-Iure/

2. https://news.sophos. com/en us/2019/03/05/emotet 101-stage -2-the-malicious-
attachment-and-killchain/ L 0/ | NN

3. https://news.sophos.com/en- us/2019/03/05/en}otet -101-stage-3-the-emotet-
executable/ v NS AN G .

4. https: //news sophos com/en us/2019/03/05/emotet 101-stage 4 command-and-
control/ g e

5. https://news.sophos. com/en us/2019/03/05/emotet 101-stage -5-a-delivery-vehicle-
for-more-malware/
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SamSam

E NYT National News &

Atlanta’s city government has been partially
paralyzed for days by a cyberattack. Traffic
tickets can't be paid online. Wi-Fi at the
airport is down.
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psexec -—-accepteula -s \\machine-name cmd.exe /c 1f exist
C:\windows\system22%g04inst.bat start /b gl4inst.bat <PASSWORD>
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SamSam ransom payments - $6.7 million USD
January 2016 - November 2018

| SOPHOS | DISCOVER.



Copy cats

Active

First appeared

Type
Infection vector

Victim size

computers
targeted

Attack frequency
Regions affected

Decryption
available

Ransom currency

Avg.ransom

Payment method

SamSam
No
2015

Targeted

RDP
Exploit

Med/large

Servers/
endpoints

Med
All

No
Bitcoin
S50k

Dark Web

#FLITLIRE ESZES EIRRYE

Dharma
Yes
2016

Targeted

RDP

Small/med
Servers

High
Al

No

2016

Targeted

RDP
Exploit

Med/large

Any

No
Bitcoin

$3.5K

Email

BitPaymer
Yes
2017

Targeted
RDP

Med/large
Servers

Med
All

No
Bitcoin
$500k

Email
Dark Web

2018

Targeted

RDP
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MATRIX

Pivoting from automated to manual attacks on highly vulnerable targets

Hackers brute force Once inside, the Deploy ransomware to
Windows computers hackers spread to encrypt data, leaving
with RDP exposed to sensitive parts of the behind only an email

the internet network address to contact
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RDP (Remote Desktop Pwnage)

% SHODAN femote desktop

Exploits 5 Maps

TOTAL RESULTS

L]
2,439,705 pr——— & SSL Certificate Remote Desktop Protocol
Issued By: AFCERAVCTAS RV GV CIAY G EAVES AR LAY § PR
TOP COUNTRIES B Gomany |- Common Name:
lzzued To:
self-signed |- Common Name:
Supported SSL Versions
TLESw1, TLEv1.1, TLEv1.2
Diffie-Hellman Parameters
Fingerprint: RFCZ240%0akley Group
China 736,521 2
United States 500,803
‘Germany 106,468
Brazil 95,671 L LB
Russian Federation 65,071 HEG Mase & SSL Certificate Remote Desktop Protocol
Issued By: AFCERAVCTAS RV GV CIAY G EAVES AR LAY § PR
TOPSE B Gomany, Koin |- Common Name: -
RDP 2,411,365 fssusd To:
RDP (3388) 27,631 selfsigned |- Common Name:
SMB 426 Supported S5L Versions
Citrix 161 TLESw1, TLEv1.1, TLEv1.2
HTTRS # Diffie-Hellman Parameters
Fingerprint: RFCZ240%0akley Group
2
Tencent cloud computing 328,241
Amazon.com 146,460 1 ™ T ™
China Telecom jiangsu 0,19 & SSL Certificate Remote Desktop Protocol
Korea Telecom s Amezon.com Issued By: \x03\x801 100" xBb\x0E\xd0\ XD\ x BB\ X124\ %80
Beijing Baidu Netcom Science and Technology Co. 32,402 |- Cammon Name: -
® Japan, Tokyo Izsued To:
TOP OPERATING SYSTEMS |- Common Name: u
Windows 7 or & 9,900 [ cloud L saif signed

Supported SSL Versions

Windows XP 4564 TLSv1, TLSv1.1, TLSv1.2

Windows 6.1 210

Unix 108 Diffie-Hellman Parameters
Windows 7 Professional 7601 Service Pack 1 1" Fingerprint:  RFC2400/0akley Group
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DEFENDING AGAINST
EMOTET AND MATRIX WITH
SOPHOS






Emotet Attack Chain
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RUNTIME HIPS
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Seguridad Sincronizada = Seguridad Next-Gen
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Gestion Centralizada: “Cibersecurity Made Simple”

Partner Dashboard Admin Self Service
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Reconocimiento como Lider por el Mercado/Analistas

MRG Effitas

Small Business Malware Protection

Protection Protection

Gartner FORRESTER

Advanced Endpoint
Protection

TCO
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