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Social Engineering – “Timo del CEO”



El 93% das quebras de 
Segurança vem de um

ataque de Phishing



Inside Matrix And Emotet:
How they work and how to defend



EMOTET

Two Recent Examples
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MATRIX



UNDERSTANDING EMOTET



EMOTET
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2014

“Amongst the most costly and destructive threats 
to U.S. businesses right now” 

U.S. Department for Homeland Security, 2018

2019

Trojan that silently steals 
victims’ banking credentials

Highly sophisticated network 
worm with global reach that 
distributes other malware, 

mostly banking Trojans

Constant evolution

QakbotDridex IcedID

RyukSandbox Evasion

First
Seen

Upgraded Evasion ZBotTrickBot

Occasional Attacks



Emotet payloads change constantly
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Anatomy of an
Emotet Attack

STAGE 1

User received a malicious email (malspam)
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Outlook

75 registry 
keys

386 files

9 files



Anatomy of an
Emotet Attack

STAGE 1

User received a malicious email (malspam)

STAGE 2

User clicks on a malicious attachment
A document called ‘rgnr-avr111205-85.doc”
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parent to

parent to

p
aren

t to

Outlook

75 registry 
keys

1 IP
Address

386 files

rgnr-avr111205-85.doc

Word

cmd.exe

9 files

PowerShell

45 registry  keys

Printer
Driver Host

431.exe

cmd.exe

431.exe

14 registry 
keys

2 files

89 files

431.exe
STAGE 3

User enables malicious macros in the document

STAGE 4

The macro uses cmd.exe (Command Prompt) to 
execute malicious, obfuscated code

STAGE 5

cmd.exe launches a second copy of cmd.exe

STAGE 6

This new instance of cmd.exe launches and 
executes PowerShell

STAGE 7

PowerShell connects to an IP address and 
downloads a file called 431.exe

STAGE 8

PowerShell executes 431.exe which, in turn, 
executes a second copy of itself

STAGE 9

Intercept X detects PowerShell connecting to a 
suspect IP address and downloading an exe with 

unknown reputation, and blocks this behavior and 
identifies the root cause (Outlook).



Emotet’s Goals
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Emotet’s Goals
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Spread across 
network

Skim email 
addresses and 

names

Send spam to 
infect other 

organizations

Download any
malware 

payload(s)

Be a 
smokescreen 
for targeted 
ransomware

Steal browser 
histories, 

usernames 
and passwords

Data breach

Security breach

Reputation damage

Primary infection

Secondary infection

High Impact

It only takes one 
machine

It constantly 
evolves

It keeps 
re-infecting



1. https://news.sophos.com/en-us/2019/03/05/emotet-101-stage-1-the-spam-lure/

2. https://news.sophos.com/en-us/2019/03/05/emotet-101-stage-2-the-malicious-
attachment-and-killchain/

3. https://news.sophos.com/en-us/2019/03/05/emotet-101-stage-3-the-emotet-
executable/

4. https://news.sophos.com/en-us/2019/03/05/emotet-101-stage-4-command-and-
control/

5. https://news.sophos.com/en-us/2019/03/05/emotet-101-stage-5-a-delivery-vehicle-
for-more-malware/



UNDERSTANDING MATRIX
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Victims



SamSam ransom payments - $6.7 million USD

32

January 2016 - November 2018



Copy cats
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MATRIX
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Brute Force

Hackers brute force 
Windows computers 
with RDP exposed to 

the internet

Spread Ransom

Deploy ransomware to 
encrypt data, leaving 
behind only an email 

address to contact

Once inside, the 
hackers spread to 

sensitive parts of the 
network 

Pivoting from automated to manual attacks on highly vulnerable targets



RDP (Remote Desktop Pwnage)
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DEFENDING AGAINST 
EMOTET AND MATRIX WITH 

SOPHOS
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Delivery Exploitation Installation

Click

xyz.com SFX

***

Emotet Attack Chain

APPLICATION 
CONTROL

MALICIOUS TRAFFIC 
DETECTION

WEB PROTECTION

LOCAL PRIVILEGE 
MITIGATION

DEEP 
LEARNING

APPLICATION
LOCKDOWN

ANTI –EXPLOIT 
(CODE/MEMORY/APC )
MITIGATIONS

HIPS

THREAT CASE (RCA)  & EDR

RUNTIME HIPS

CREDENTIAL THEFT 
PROTECTION

ANTI-RANSOMWARE

Command
& Control

Actions on
Objective

EMAIL 
PROTECTION

SANDSTORM



Seguridad Sincronizada = Seguridad Next-Gen 

Sencilla Robusta

Proactiva
Respuesta 

automática

MobileEncryptionServerWeb Wireless Email EndpointFirewall Sophos
Central



Gestion Centralizada: “Cibersecurity Made Simple”

Partner Dashboard Admin Self Service



Reconocimiento como Lider por el Mercado/Analistas

Sophos Confidential 42

#1 
Advanced Endpoint 

Protection

#1 
TCO



325.000 Clientes: 10.000 nuevos por Trimestre

Iberia: Crecimiento >20%, 27 empleados, 9.000 Clientes, >1.500 
nuevos



Adquisiciones recientes
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