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Firewall UTM NGFW

The Role of Firewall

Once a firewall is configured, it filters network 
traffic, examining packet headings which packets 

should be forwarded or allowed to enter and which 
should be stopped.

Gartner: 2002

UTM / NGFW

Firewalls combine features like perimeter anti-virus scanning, 
IPsec VPN, SSL VPN, intelligent web content filtering, load 

balancing, anti-attack protection, data leak protection and 
more, at a very attractive price point.

Gartner: 2006
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UTM NGFW



Essential Firewall Protection
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Gartner, Sophos and other experts agree…

Response &
Mitigation

Style 6

Advanced Threat Protection

Intrusion Prevention System

Web Protection & SSL Inspection

Deep Learning Sandboxing

Lateral Movement Protection

Application Control
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ATTACKERS USE SYSTEM TOOLS FOR LATERAL MOVEMENT
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Historical Attacks..
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How the Attack Has Evolved..
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WORM_DOWNAD.AD arrives via removable drives, network 
shares or other malware

It sends exploit packets for CVE MS08-067 to machines on the 
network and random targets on the internet

It drops a copy of itself and an obfuscated autorun.inf file into 
the Recycle Bin of all available removable and network drives It enumerates and tries to log into the available servers on the 

network via a dictionary attack and uses it to gather a list of 
user accounts ; if successful, it drops a copy of itself 

INF

Conficker Worm in 2008-09..

https://en.wikipedia.org/wiki/Conficker
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WannaCry Attack Stages
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1. Penetration

• Remote Code 
Execution

• Ring 0

• Propagation

2. Deployment

• Unpacking

• Environment 
Preparation

• Payload Execution

3. Encryption

• Encrypt Documents

• Delete Shadow 
Copies and Backups

• Display Ransom 
Notes



EMOTET

11

2009 2019

Fast spreading worm 
targeting known vulnerability

State sponsored 
sophisticated attacks, supply 

chain compromises,  
organized crimes

WannaCry

EmotetStuxnet

APT (SONY, PLAYSTATION)

Spectre and Meltdown

WannaCry
“Maybe you are busy looking for a way to 

recover your files, but do not waste your time. 
Nobody can recover your files without our 

decryption service” 

WannaCry ransomware message, 2017

“Amongst the most costly and 
destructive threats 

to U.S. businesses right now” 

U.S. Department for Homeland Security, 
2018

Stuxnet

“The NSA and Israel wrote 
Stuxnet together” 

Edward Snowden, 2010

20112010 2013 2017 2018

Conficker

2009
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Protection Capabilities Now (DEMO)

Demo



Multi-Staged Attack

Compromised Credentials and break into
webmail.

Weaponize trusted line of business applications.

Use established relationship in email account to internally phish users

Deliver Malware Brute force Mail Server Command and Control
Data 

Exfiltration



The Attacker
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Phishing Malicious 
URL

Command 
& Control

Multi-Stage Attacks
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1. Delivery and
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Doc
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Infection of the host
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Multi-Stage Attacks

WAF / 2 FA

SyncApps

IPS Heartbeat

VPN / RED
Lateral Movement 

Prevention

Adversary Options

Layered Defenses

Exploit and 
Execution2.

Credential 
Theft

Privilege 
Escalation

Malicious 
Executable

Application 
Exploit



Responding with Synchronised Security
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Multi-Stage Attacks

ATP Custom IPS Heartbeat

CASB
Lateral Movement 

Prevention

Adversary Options

Layered Defenses

3. Exfiltration

RansomwareData 
Exfiltration

Further AttacksCredential Dump
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1. Delivery and
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Execution
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Sophos Central Management of XG Firewall
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A single pane of glass for managing all your IT security

Management

Zero-touch setup of new firewalls, full SSO 
device management, store/maintain 

backups, multi-device firmware updates

Visibility

Complete visibility of network security 
across your enterprise

Dashboard

Alerting and status for availability, licensing, 
performance, and security
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