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JUeGo INTERACTIVO: KAHOOT
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Kahoot!
mobile app

Play, create, host quizzes, even on the go

Calling all students, teachers, office heroes, trivia fans and
lifelong learners! Whether you feel creative, want to learn
something new or are up for some fun and competition -
get Kahoot!ing anywhere, anytime!

Download our app for free:

£ Download on the GETITON
‘ App Store ‘ ‘ > Google Play
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AVID

End-to-End Cloud Security (/@OSecure
— < Commit/Build > ( Test/Staging > Production

« Scan templates on- - Auto-scan and
demand for security remediate code
and compliance issues templates for security
and compliance issues
- Guardrails

« Continuous Al-based - Continuous Al-based
security monitoring security analytics and
and compliance for monitoring at scale
test and staging for production

Guardrails - Guardrails
« Drift detection . Drift detection

O D O 0

kubernetes kubernetes

a a

Google Cloud Google Cloud

TERRAFORM

[ 2RAICIRM Jenkins

(Others in development) (Others in development)

PROACTIVE

Enforce the same security policies across your Cl/CD pipeline with Avid Secure

SOPHOS



AVID

Avid Secure Platform C@OSecure

ANY CLOUD AND CONTAINER

s O o i

Avid Secure Platform (SaaS) l '

Topology <€ >
Visualization . GRC

* Security Team
* DevSecOps

CI/CD * Agentless
W) * Deploy in minutes splunk>  servicenow

HashiCorp 48 cia.pex Y"RA ;.ﬂ SIaCk
* Intuitive, self-serve
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Managed Detection and Response (MDR) A mmpa,?ytes
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Mas vale prevenir que curatr...

SOPHOS



Tradicional Endpoint Protection

What applicationslot e Which devices can users connect to their computers

application can run users, even in the case
they take them from portable USB devices

First Security barrier, signature
based to detect known
malware

Navigation control, in order to
provide protection about the
sites users are visiting

SOPHOS



Sophos #1 for Malware AND PUA Detection

Malware & PUA Accuracy / False Positive
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New layers

A

Ramsomware

-.AOC

Xls
.pdf

CodeCaves

&

Hacking

Bad or inappropiate behavior detection. Not all threats are

Detection in running time of
the exploit techniques behing
the exploits or CVE tried to
used.

based in exploits, so we will detect on this different barrier

SOPHOS

Post-Explotation techniques (cybercriminal inside!)
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Sophos #1 for Exploit Prevention
MRG Effitas

Efficacy Assessment &

Exploit Protection Test Results

SOPHOS v Symantec. (i) Sentinelone M‘fﬂ?.sﬂft I McAfee “N.CROWDSTRIKE

Total Missed n

Total LEVEL 2

Total Disputed

SOPHOS MRG EFFITAS EXPLOIT AND POST-EXPLOIT PROTECTION TEST May 2018



5 Sk Labs

Sophos #1: SE Labs Endpoint Protection Test

#1 for Enterprise #1 for SMB

EXECUTIVE SUMMARY EXECUTIVE SUMMARY

Protection Legitimate Total Protection Legitimate Total
Accuracy Accuracy Accuracy Accuracy Accuracy Accuracy
Products tested Rating (%) Rating (%) Rating (%) Products tested Rating (%) Rating (%) Rating (%)

Malwarebytes Endpoint Security

Malwarebytes Endpoint Security -25% 100% 55%

SE Labs endpoint protection test reports (April - June 2018
SOPHOS P2l ports (Ap )



NSSLabs: Los mejores
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THE BESEUEGEGET BETTER



How can EDR help you?

VISIBILITY & DETECTION

INCIDENT RESPONSE

9 ANALYSIS & INVESTIGATION

SOPHOS



SO

Challenges with the first EDR solutions

I

( DIFFICULT TO USE

EDR can be complex to operate, rely
heavily on expert security analysts

7

PROVIDE LIMITED
VALUE

Lack of proactive protection and
automated response leads to
overloaded EDR

0 RESOURCE INTENSIVE

Expensive, time consuming, require
dedicated staff

HOS




The result is that Customers are Overwhelmed

Do we have the skills? R
Am | under attack? What is this file?

Are we out of compliance?

Has the attack spread? Does it exist anywhere else?

What should | prioritize?



t EDR

igen

Introducing Intell

Intercept X with EDR

EDR starts with the Strongest Protection
Add Expertise, not Headcount
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Guided Incident Response
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Prevention is better than cure, but both are necessary

Malicious Code

or Hackers

Intercept
X

Advanced

with EDR

X
)
Q.
Q
(8
|
(]
s
£

Prevention

\\\\\\\\\\IIIH{////////

Investigate
Respond
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Sophos EDR in action

SOPHOS



ADVERTENCIA

La intencion de este programa es advertir
de los peligros de la red y dotar de herramientas
a los internautas para protegerse.

SE HAN DOMTIDD PRSOS DEL PROCES
PARA EVITAR SU REPRODUCCION




Esqguema

B{%@!
tasd Atacante

fsociety

Sophos XG

Servidor con datos
corporativos

Happy User

SOPHOS

@AlbertoRRodas



Let’s attack!

SOPHOS



Ataque

De factura@somenergia.coop <factura@somenergia.coop> ¥

Asunto Alerta de facturacion

A ity

SO

Estimado cliente, energia

En vista del gran consumo energetico detectado a lo largo del dia de lo que va de mes, 1578,37eur, le recomendamo
que revise su instalacion y proceda a subsanar el posible problema, asi como proveer de fondos suficiente para de este
modo tener suficiente credito en su cuenta habital de cobro para poder realizar el pago sin problemas.

Reciba un cordial saludo.

SOPHOS

[2) Guarda |

IMPORTE DE LA FACTURA 1.578,37€
N2 de factura: FD13573216843
Fecha factura: 05/04/2017

Periodo facturado: de 03/03/2017 a 29/03/2017

Direccion de suministro: ¢/Rae del Percebe 13, 3C (Madrid)

RESUMEN DE LA FACTURA

Por energia utilizada 1.563,31€
Por potencia contratada 12,95¢€

DATOS DEL TITULAR

Nombre del titular del contrato: Robustiano Pérez
NIF/CIF: 1232313213A

Impuesto electricidad pE: LS DATOS DE PAGO

Alquiler Contador 0,69€ Nombre persona pagadora: Robustiano Pérez
IVA 21% 331,55 € NIF/CIF: 1232313213A

TOTAL IMPORTE FACTURA HOFpRs] | Frtidad Bancana: FCORE

Ne cuenta bancaria: ES1385 22113 51351 *#¥**+

INFORMACION DEL CONSUMO

012365498

N2 de Contador

Lectura anterior (2/3/2017) 11242kWh —
Lectura final (29/3/2017) 11432kWh —
Total periodo 188kWh —

©
diario en ks Ghimos

dia
& curante el ditimo afic: 2.869 kit

DATOS DEL CONTRATO
Direccion de suministro: c/Rae del Percebe 13, 3C {Madrid)
Potencia contratada (kW): 4,6 {facturacion por ICP)

Tarifa contratada: 2.0A

CUPS: ES123123129123132123

CNAE: 5384

Fecha de alta: 2013-09-18, sin condiciones de permanencia
Forma de Pago: Recibo domiciliado
AVERIAS Y URGENCIAS

Empresa distribuidora: Empresa distribuidora S.L.

24



Pero lo paramos

SOPHOS @AlbertoRRodas



Capas de seguridad

@ AntiSpam

@ Proteccion Web

' - |IPS

@ EndPoint Tradicional (firmas)
0 Intercept X (NGEP)

¢ PhishThreat




WHAT IE1 TOLD YOU

¥ A
THERE ARE MIIIIE_\
WAYS TO ATTACK 2

imgflip_com),




ADVERTENCIA

La intencion de este programa es advertir
de los peligros de la red y dotar de herramientas
a los internautas para protegerse.

SE HAN DOMTIDD PRSOS DEL PROCES
PARA EVITAR SU REPRODUCCION




Esqguema

Atacante

Sophos XG I o

Servidor con datos
corporativos

VIRUS
DETECTE

Happy User

SOPHOS @AlbertoRRodas



CVE-2018-11529

From: "Eugene NG (GOVTECH)" <Eugene NG () tech gov sg=
Date: Mon, 9 Jul 2018 02:14:48 +0000

Message Classification: Restricted

Exploit Title: VLC media player 2.2.8 Arbitrary Code Execution PoC

Date: 6-6-20818

Exploit Author: Eugene Ng

Vendor Homepage: https://www.videolan.org/vlc/index.html

Software Link: http://download.videolan.org/pub/videolan/vlc/2.2.8/wing4/v1ic-2.2.8-wing4. exe
Version: 2.2.8

Tested on: Windows 1@ =64

CVE: CVE-2818-11528

1. Description
VLC media player through 2.2.8 is prone to a Use-After-Free (UAF) vulnerability. This issue allows

an attacker to execute arbitrary code in the context of the logged-in user via crafted MKV files. Failed
exploit attempts will likely result in denial of service conditions.

Exploit can work on both 32 bits and 64 bits of VLC media player.

2. Proof of Concept

Generate MKV files using python

Open VLC media player

Drag and drop poc.mkv into VLC media player (more reliable than double clicking)

3. Solution

Update to version 3.8.3
https://get.videolan.org/vlc/3.8.3/winG4/vic-3.0.3-wing4. exe

ELEE I L I R I

import uuid
from struct import pack

class AttachedFile(object):
def _ init (self, data):
self.uid = '\x46\xae’ + data_size(8) + uuid.uuid4().bytes[:8]
self.name = "‘x46\x6e’ + data_size(8) + uuid.uuid4().bytes[:8]
self.mime = '\x46\x68" + data_size(24) + 'application/octet-stream®
self.data = "‘x46\x5c’ + data_size(len(data)) + data
self.header = "'x61\xa7" + data_size(len(self.name) + len(self.data) + len(self.mime) + len(self.uid))

def _ str_ (self):
return self.header + self.name + self.mime + self.uid + self.data

def to_bytes(n, length):

DETECTED

h = "% %n
s = ('@ *(len(h) % 2) + h).zfill{length®2).decode( "hex")
return s

def data_size(number, numbytes=range(1l, 9)):
# encode 'number' as an EBML variable-size integer.
size = @
for size in numbytes:
bits = size*7
if number <= (1 << bits) - 2:
return to_bytes(({(1 << bits) + number), size)
raise ValueError("Can't store {} in {} bytes".format{number, size))

SOPHOS



Let’s attack!

SOPHOS



Contra técnicas combinadas de ataque,
necesitamos técnicas combinadas de
defensa

SOPHOS



Proteccion Tradicional

Para servidores o puestos, App Control
previene de la ejecucién de aplicaciones no
deseadas o desconocidas

Control de politicas para

dispositivos extraibles para que

':‘!°° éstos no pongan en riesgo la
pdf corporacion.

K

SOPHOS

Deteccion de desbordamiento de buffer, comportamiento
malicioso, emulacién de cédigo, envio de trafico malicioso,

Deteccidn de scripts, macros,
documentos y malware como
primera linea eficiente de
defensa contra variantes
conocidas,

A

]



La Seguridad también evoluciona

A

-.AOC

:pdf

Deteccidn en tiempo de

ejecucion contra exploits y

ransomware basandose en

* comportamiento. Proporciona
caracteristicas NextGen con

capacidad de analisis forense

de Causa Raiz (RCA).

Deteccion heuristica basada en el comportamiento de
ejecucion para eludir técnicas evasivas antes que ocurra un

SOPHOS dafio




é¢Técnicas de explotacion?, étécnicas post-explotacion?

Credential theft Code cave MITB protection | | Malicious traffic Meterpreter
protection mitigation (Safe Browsing) detection shell detection

SOPHOS
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DEMO: Intercept X with EDR
La visibilidad es una capa transversal

SOPHOS



Day in the life of an analyst

SOPHOS



|dentifies top incident as Dropper.exe via Sees Dropper.exe distributed Determines where else
Suspicious Events* malware (which was blocked) Dropper.exe exists

Craata forensic snapshot €

Quaned Pan

c\program fies\a path name

c\program files\s path name

Requests more details from Uses Deep Learning to Remediates threat
SophoslLabs determine file is malicious “Clean and block”

SOPHGS *Coming in 2019



Vuelta al modelo tradicional, pero actualizado

SOPHOS



UEM

SOPHOS



Unified Endpoint Management

Universal management and security for devices, apps and data

MDM EMM | UEM

+ loT
+ Security

+ Content

SOPHOS
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Demo

SOPHOS
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¢A qué esperas para probarlo?

https://central.sophos.com/

SOPHOS Welcome to SOP

CENTRAL |

Admin

@ Free Trials

Try Sophos Central Products for Free

SignIn

reporting, and a robust da

SOPHOS



Synchronized Security
Cybersecurity as a System




iGracias!

SOPHOS
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Kahoot!
mobile app

Play, create, host quizzes, even on the go

Calling all students, teachers, office heroes, trivia fans and
lifelong learners! Whether you feel creative, want to learn
something new or are up for some fun and competition -
get Kahoot!ing anywhere, anytime!

Download our app for free:

£ Download on the GETITON
‘ App Store ‘ ‘ > Google Play
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SOPHOS

Cybersecurity made simple.



