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JUEGO INTERACTIVO: KAHOOT



Test/Staging

• Continuous AI-based 
security monitoring 
and compliance for 
test and staging 
Guardrails 

• Drift detection

• Auto-scan and 
remediate code 
templates for security 
and compliance issues

• Guardrails

Commit/Build

• Continuous AI-based 
security analytics and 
monitoring at scale 
for production

• Guardrails 

• Drift detection

Production

• Scan templates on-
demand for security 
and compliance issues

Code 

PROACTIVE REACTIVE

Enforce the same security policies across your CI/CD pipeline with Avid Secure

End-to-End Cloud Security

(Others in development) (Others in development)



Avid Secure Platform

• GRC 
• Security Team
• DevSecOps

• Agentless
• Deploy in minutes
• No capex
• Intuitive, self-serve

ANY CLOUD AND CONTAINER

Application API

Compliance and 
Rule Engine

AI Engine
Topology 

Visualization

SAL – Security Abstraction Layer

CI/CD

Avid Secure Platform (SaaS)

Remediation 
and Guardrails

IaC



Managed Detection and Response (MDR)
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Más vale prevenir que curar…



Tradicional Endpoint Protection

Which devices can users connect to their computers
What applications or what kind of 

application can run users, even in the case 
they take them from portable USB devices

Navigation control, in order to
provide protection about the

sites users are visiting

First Security barrier, signature
based to detect known
malware



Sophos #1 for Malware AND PUA Detection

MRG EFFITAS COMPARATIVE MALWAREPROTECTION ASSESSMENT TEST FEB 2018





New layers

Hacking

Privilegios

Credenciales

Ramsomware

CodeCaves

Tools

Exploits

Detection in running time of
the exploit techniques behing

the exploits or CVE tried to
used.

Bad or inappropiate behavior detection. Not all threats are 
based in exploits, so we will detect on this different barrier

Post-Explotation techniques (cybercriminal inside!)

.doc

.xls

.pdf



Sophos #1 for Exploit Prevention

MRG EFFITAS EXPLOIT AND POST-EXPLOIT PROTECTION TEST May 2018



#1 for Enterprise #1 for SMB

Sophos #1: SE Labs Endpoint Protection Test

SE Labs endpoint protection test reports (April - June 2018)



NSSLabs: Los mejores
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How can EDR help you?

INCIDENT RESPONSE

VISIBILITY & DETECTION

ANALYSIS & INVESTIGATION



Challenges with the first EDR solutions

RESOURCE INTENSIVE

Expensive, time consuming, require 
dedicated staff 

DIFFICULT TO USE

EDR can be complex to operate, rely 
heavily on expert security analysts

PROVIDE LIMITED 
VALUE

Lack of proactive protection and 
automated response leads to 

overloaded EDR



The result is that Customers are Overwhelmed

How should I respond?

Does it exist anywhere else?

What is this file?  Am I under attack? 

What should I prioritize?

Has the attack spread? 

Do we have the skills?

Are we out of compliance?



Intercept X with EDR: Introducing Intelligent EDR

EDR starts with the Strongest Protection

Add Expertise, not Headcount

Guided Incident Response



Prevention is better than cure, but both are necessary

Detect Investigate Respond
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Detect 
Investigate 
Respond

Malicious Code 
or Hackers 

Intercept 
X 

Advanced 
with EDR



Sophos EDR in action
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Esquema
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Happy User

Servidor con datos 
corporativos

Sophos XG

DMZ

LAN

Internet

Atacante

@AlbertoRRodas



Let’s attack!



Ataque
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Pero lo paramos

@AlbertoRRodas



Capas de seguridad

26

AntiSpam

Protección Web

IPS

EndPoint Tradicional (firmas)

Intercept X (NGEP)

PhishThreat
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Esquema
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Happy User

Servidor con datos 
corporativos

Sophos XG

DMZ

LAN

Internet

Atacante

@AlbertoRRodas



CVE-2018-11529
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Stack Pivot



Let’s attack!



Contra técnicas combinadas de ataque, 
necesitamos técnicas combinadas de 

defensa



Protección Tradicional

Script-based 
Malware

Malicious 
URLs

Phishing 
Attacks

Removable
Media

.exe 
Malware

Non-.exe 
Malware

Unauthorized
Apps

Detección de desbordamiento de buffer, comportamiento 
malicioso, emulación de código, envío de tráfico malicioso, 
etc…

Para servidores o puestos, App Control 
previene de la ejecución de aplicaciones no 

deseadas o desconocidas

Control de políticas para 
dispositivos extraíbles para que 

éstos no pongan en riesgo la 
corporación.

Detección de scripts, macros, 
documentos y malware como 
primera línea eficiente de 
defensa contra variantes 
conocidas,

.doc

.xls

.pdf



La Seguridad también evoluciona

Hacking

Privilegios

Credenciales

Ramsomware

CodeCaves

Tools

Exploits

Detección en tiempo de 
ejecución contra exploits y 
ransomware basándose en 

comportamiento. Proporciona 
características NextGen con 

capacidad de análisis forense 
de Causa Raíz (RCA).

Detección heurística basada en el comportamiento de 
ejecución para eludir técnicas evasivas antes que ocurra un 

daño

Protección contra técnicas post-explotación

.doc

.xls

.pdf



¿Técnicas de explotación?, ¿técnicas post-explotación?

Enforce data 
execution 

prevention

Mandatory 
address space 

layout 
randomization

Bottom-up ASLR
Null page 
deference

Heap spray 
allocation

Dynamic heap 
spray

Stack pivot and 
stack exec 
(memory 

protection)

Stack-based 
ROP (caller)

Structured 
exception handling 

overwrite 
(SEHOP)

Import address 
table faltering 

(IAF)
Load library

Reflective DLL 
injection

Malicious 
shellcode

VBScript god  
mode

WOW64 Syscall Hollow process DLL hijacking
Squiblydoo
Applocker

bypass

APC protection 
(Double Pulsar / 
Atom Bombing)

Process 
privilege 

escalation

Credential theft 
protection

Code cave 
mitigation

MITB protection 
(Safe Browsing)

Malicious traffic 
detection

Meterpreter 
shell detection



Deep Learning



DEMO: Intercept X with EDR
La visibilidad es una capa transversal



Day in the life of an analyst 



Day in the life of an analyst 

*Coming in 2019

Sees Dropper.exe distributed 
malware (which was blocked)

Remediates threat 
“Clean and block”

Identifies top incident as Dropper.exe via 

Suspicious Events*

Determines where else 
Dropper.exe exists

Requests more details from 
SophosLabs

Uses Deep Learning to 
determine file is malicious



Vuelta al modelo tradicional, pero actualizado



UEM
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Unified Endpoint Management
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Universal management and security for devices, apps and data

EMM UEMMDM
2010 2014

Mobiles + Apps
+ Content

+ Laptops 
+ IoT
+ Security



Demo
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¿A qué esperas para probarlo?

https://central.sophos.com/



Synchronized Security
Cybersecurity as a System



¡Gracias!
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