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¿Recordáis…?



El personal de las Administraciones públicas recibirá la formación específica 
necesaria para garantizar la seguridad de las tecnologías de la información 
aplicables a los sistemas y servicios de la Administración.

Esquema Nacional de Seguridad

Concienciar a los empleados, factor clave para el cumplimiento de GDPR



Verizon 2017 Data Breach Investigations Report 7

93%
Breaches starts 
with phishing



El phishing es una gran amenaza, 
que provoca grandes perdidas
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Intentos de suplantación

5.000 MM €
in Business Email 

Compromise damages

Fugas de datos

Breaches can wipe up to 
15% off stock market 

valuations

Adjunto malicioso

66% of malware is now 
installed via malicious 

email attachments



¿Quién es más peligroso?



Sophos Confidential 10
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Solución: Actuar como los malos
Educar y someter a pruebas a los usuarios para que detecten ataques

PRUEBAS AL USUARIO

SIMULACIONES REALES DE 
ATAQUE

MÓDULOS DE FORMACION 
DINAMICOS

INFORMES COMPLETOS
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Presentamos Sophos Phish Threat
Imita campañas de phishing fácilmente en 3 pasos

• 140 de plantillas de 
ataque 
personalizables 

Elegir ataque

1

• Más de 60 cursos 
interactivos de 
formación

Elegir formación

2

• Reporte de las 
campañas

• Niveles de seguridad 
por organización, 
grupos, o 
individualmente

Monitorizar la 
actividad y medidas 
de concienciación

3
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Ventajas de consolidar su protección en Central

1. Gestión simplificada:
• Una sola licencia, simulaciones ilimitadas por 

usuario
• Data center situados en Norte América, 

Irlanda y Frankfurt

2. Reduce la complejidad:
• Todo está en un consola intuitiva
• Uso sencillo, sin complicaciones

3. La forma más sencilla de ampliar 
la protección:
• Crea una estrategia de phishing multicapa 

incluyendo  simulaciones de phishing y 
formación + Seguridad Email & Endpoint
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Sophos Email Security



The Latest Threat Intelligence
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• Global SophosLabs Network

• Operating 24/7 in 8 locations

• ~100 spam traps in 22 Countries

• 10 million mailboxes protected by 

Sophos



The Problem
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De las pequeñas empresa preocupadas
por la seguridad IT no están actualizadas
frente al malware90%

Del correo es SPAM58%

Del tiempo de los profesionales de IT se 
dedica a la seguridad25%

41%

The Problem

De los profesionales de IT reportan al menos
1 caso de phishing diario



The need for Sophos Email
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Predictive Cloud Email Security Powered by Artificial Intelligence

De las pequeñas empresa preocupadas
por la seguridad IT no están actualizadas
frente al malware90%

Del correo es SPAM58%

Del tiempo de los profesionales de IT se 
dedica a la seguridad25%

De los profesionales de IT reportan al menos
1 caso de phishing diario41%

Predictive Email Security

• Sandboxing powered by Deep Learning

• Time-of-Click URL protection

One Account. All of Sophos

• Secure any business email

• Sophos Central Console

Latest Threat Intelligence

• Global SophosLabs Network

• Protecting 10 million mailboxes

Protection from Phishing Fraud 

• SPF, DKIM and DMARC

• Header anomaly detection

Sophos Email BenefitsThe Problem



Security Features
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• Reputation Filtering

• Sender authentication checks 
(SPF, DKIM and DMARC)

• Header anomaly detection

• Anti-Spam & Anti-Virus Engines

• Sophos Sandstorm

• Sophos Delay Queue



Rescan  Suspect

Emails

Quarantine

Sophos Delay Queue

Mail
History
Daemon

MTA

Delay
Queue

• SXL & IP 
Reputation

• Queuing 
Heuristics 

Anti
Spam
Engine

Deliver



More Sophos Email Advantages 
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RecipientSender

Email continuity – Emergency Inbox

Flow of inbound email

https://downdetector.es/problemas/office-365

https://downdetector.es/problemas/office-365


Information Protection
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Content Control
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• Prevent data loss
Filter messages for keywords and 
file types

• Stop hidden malware
Identify forged file extensions 
masquerading as safe documents

• Block phishing requests
Block or quarantine sent emails 
containing sensitive information



Email Encryption – BETA
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• Encryption in few steps
Entire email or attachments only

• Flexible Policy 
Allow to encrypt all messages sent 
to a list of recipients 

• Secure messages fast
Use O365 add-in or custom 
subject line . I.e. “Secure: ***”

• Reply Securely Sophos 
Secure Message Portal
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Email Protection

Sophos Email Protection
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Reputation 
Checks

Sender 
Authentication

Header 
Anomalies

Anti-spam and 
antivirus

Delay Queue

Advanced Threats

Time-of-Click 
URL Protection

Sophos 
Sandstorm

Inbound | Outbound

Content Control Push Encryption

Information Protection

Email Continuity

Emergency InboxEmail QueuingAutomated Alerts

Inbound messages

Inbound messages
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Synchronized Security
Cybersecurity as a System



Sophos Endpoint and Synchronized Security Appliance

Communication
Sophos Endpoint shares infection status 
with the cybersecurity system

21 Malware Detection
Sophos Endpoint detects a 
malware attack

Device Isolation
Synchronized Security appliance 
instantly isolates the computer, 
preventing the attack from spreading, 
and communication with C2 servers.

3

Clean-up
Sophos Endpoint automatically cleans up the infection. 
Once the malware is removed, Sophos Endpoint shares 
this update with the cybersecurity system

4

Security Heartbeat™

Access Restored
Synchronized Security appliance restores 
network access. Root Cause Analysis provides 
detailed view of what happened

5

Existing Firewall



Sophos Endpoint and Synchronized Security Appliance

Communication
Sophos Endpoint shares infection status 
with the cybersecurity system

21 Malware Detection
Sophos Endpoint detects a 
malware attack

Device Isolation
Synchronized Security appliance 
instantly isolates the computer, 
preventing the attack from spreading, 
and communication with C2 servers.

3

Security Heartbeat™

Access Restored
Synchronized Security appliance restores 
network access. Root Cause Analysis provides 
detailed view of what happened

5
Discover Mode:
• Security Heartbeat Health
• ATP Detection
• RCA for ATP Detections
• Lateral movement prevention 

(on the same LAN segment

Existing Switch

XG Firewall

Existing Firewall



33%
of customers have discovered 

up to 100 new applications

67%
of customers have discovered 

>100 new applications

Synchronized App Control



¿La sincronización sólo aplica al Firewall?
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Integración Endpoint y Wireless

Cross-Estate Communication
Sophos Endpoint shares infection 
status with the security system, 
triggering automatic responses

21 Malware Detection
Sophos Endpoint detects a 
malware attack

Restrict Internet Access
Sophos Wireless automatically 
restricts internet access for the 
affected endpoint, stopping further 
malware download and preventing 
communication with C2 servers

3

Clean-up
Sophos Endpoint automatically cleans up the infection. 
Once the malware is removed, Sophos Endpoint shares 
this update with the cybersecurity system

4

Security Heartbeat™

Access Restored
Sophos Wireless restores full 
internet access. 
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¿La sincronización sólo aplica al Firewall y 
la WiFi?
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Integración eMail y EndPoint

Mailbox Isolation
Sophos Email isolates the mailbox, 
alerts the Central Administrator and 
shares information with Endpoint. 
Preventing the attack from spreading 
and removing sender privileges

21 Compromised Mailbox Detected
Sophos Email detects a compromised 
mailbox sending outbound spam or 
phishing emails

Endpoint: Device Scan
Sophos Endpoint identifies and scans all known 
devices associated to the mailbox

3

Security Heartbeat™

* Available Q4 2018

Endpoint: Clean-up 
Sophos Endpoint automatically 
cleans up any infection with admin 
alerts surfaced in Endpoint

4
Mailbox Restored
Mailbox sender privileges 
restored

5



¿La sincronización sólo aplica al Firewall, la 
WiFi y el Correo?
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Integración EndPoint y PhishThreat

Identify at Risk Users
Instantly view high-risk users in the 
Sophos Endpoint reports

21 Endpoint Policy Violated
A Sophos Endpoint user downloads 
malware, violates the organization’s 
DLP or Web policy

One-Click Enrolment in Training
Enrol high risk Sophos Endpoint users directly 
into Phish Threat phishing simulations and 
security awareness training in one-click. 

3

Security Heartbeat™

* Available Q4 2018



¿La sincronización sólo aplica al Firewall, la 
WiFi, el Correo y el PhishThreat?
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Integración eMail y PhishThreat

Identify at Risk Users
Instantly view high-risk users in the 
Sophos Email “At Risk Users” report

21 Malicious Email Link Clicked
A Sophos Email user clicks an email link 
classed as a risk to the organization

One-Click Enrolment in Training
Enrol high risk Sophos Email users directly 
into Phish Threat phishing simulations and 
security awareness training in one-click. 

3

Security Heartbeat™!

* Available Q4 2018



Synchronized Security
Cybersecurity as a System



¿A qué esperas para probarlo?

https://central.sophos.com/



¿A qué esperas para probarlo?
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