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Dlaczego firmy korzystajg z chmury publicznej?
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Chmura, jaka chmura?
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Chmura Prywatna
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W strone chmury
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Zewnetrzne
Centrum Danych

Infrastruktura jako ustuga
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Co jest bezpieczniejsze-
On-premise czy Chmura?



On Premise Security — Wszystko pod konktrolg(?)
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Chmura — wiecej ptaszczyzn ataku, ale..

SOPHOS



Chmura — Operatorzy przyktadajg duzo uwagi do
bezpieczenstwa
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Co dalej?

On-Premise
Komputery i urzgdzenia pamieci masowej pod moja (fizycznng) kontrolg
-> Musze sie zajmowac ich bezpieczeristwem/dostepnoscia
Konieczna ochrona przed hakerami
-> tym rowniez musze sie zajgc
Chmura Publiczna

Komputery i wirtualny storage
->0perator ustugi Chmurowej swiadczy opieke nad bezpieczenstwem i dostepnoscia

Ochrona przed hakerami
-> Dostawca ustug w chmurze bardzo sumiennie chroni swoje zasoby

-> opcjonalnie: chronie rowniez zwirtualizowane komputery
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Co jest celem hakerow?

Wydajnosc¢ CPU

SOPHOS

11



Co sie stanie jesli nie
bedzie dobrej kontroli?
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Wyciek Danych
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heise Developer ) 7- ws ) 05/2019 ) Samsung: Sourcecode und Zugangsdaten waren offentlich einsehbar

Samsung: Sourcecode und Zugangsdaten
waren Offentlich einsehbar

Ein grober Fehler bei den Einstellungen des GitLab-Repositorys erlaubte

zeitweilig unter anderem Zugang zum SmartThings-Sourcecode.

t: 1Min. & InP ichern ) = Oa33

Cybersecurity

Ford, TD Bank Files Found Online in Cloud
Data Exposure

Information management company Attunity left emails, log-ins and project plans open to
public view

By Nico Grant and Josh Eidelson
27. Juni 2019, 19:45 MESZ

s Attunity Ltd., a company that manages and safeguards data, LIVE ON BLOOMBERG
LISTEN TO ARTICLE & £=) t=]

i left internal files exposed on the internet for clients WatchLive TV >
5 . 3 . Listen to Live Radio
61 including F Motor Co., and the Toronto-Don 4
in the latest example of sensitive informat

SHARE THIS ARTICLE *  Most Read

accessible on the web.
n Share

09.05.2019 11:34 Uhr |Developer
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Wyciek Danych z Amazon S3 Buckets

List of AWS S3 Leaks

Feel free to send in a PR if you know of other leaks

Date

SOPHOS

Description

Medical Records and Patient-Doctor Recordings
Were Exposed

Jewelry site accidentally leaks personal details (and

plaintext passwords!) of 1.3M users

S3 bucket open to world : Octoly

Sensitive medical records on AWS bucket found to
be publicly accessible

Alteryx leave 53 bucket open for anonymous user:
120m american households expaosed

111 GB of internal customer information from
National Credit Federation, a Tampa, Florida-based
credit repair service

Uber, the hack happend couple months back was
brought to light in Nov 2017=>

NSA leak exposes Red Disk, the Army's failed
intelligence system

Australia data leak: Nearly 50,000 government and
private staffers’ sensitive data publicly exposed

MNotes

information for employees of 181 business locations,
as well as personally identifiable information (PII) for

nearly 3,000 individuals was publicly exposed in an
unsecured

addresses, zip-codes, e-mail addresses, and IP
addresses. He also claims the database contained
plaintext passwords

real names, addresses, phone numbers, email
addresses

Home addresses, contact information, mortgage
status, financial histories

- SSN - Drivers licesne, credit reports

personal information of 57 million Uber users and
driver's license numbers

100 gigabytes of data from an Army intelligence
project, codenamed “Red Disk.”

S3 bucket left open by a contractor

An unsecured S3 server exposed thousands of FedEx customer records

An AW/S S3 error exposed GoDaddy business secrets

Accenture left a huge trove of highly sensitive data, including "keys to the kingdom.” on
exposed servers

Customer records for at least 14 million Verizon subscribers, including phone numbers
and account PINs, were exposed via an S3 bucket

A Verizon AWS S3 bucket containing over 100 MB of data about the company's internal
billing system was also found exposed online

An S3 database left exposed leaked the personal details of job applications that had Top
Secret government clearance

Another S3 server exposed the details of 198 million American voters

National Credit Federation leaked US citizen data through unsecured AWS bucket
Nigerian airline Arik Air also leaked customer data via an exposed S3 bucket

Pocket iNet ISP exposed 73GB of data including secret keys, plain text passwords

An S3 leak at Alteryx left 123 million American households exposed to fraud and spam
AgentRun, an insurance startup, also leaked sensitive customer health data via
amisconfigured Amazon S3 bucket

Donald Trump's campaign website also leaked intern resumes via an S3 bucket
Spyware firm SpyFone also left customer data, recordings exposed online via an S3
server

Booz Allen Hamilton, a top DOD contractor, leaked 60,000 files, including employee
security credentials and passwords to a US government system

An AWS S3 server leaked the personal details of over three million W\WE fans who
registered on the company's sites

An auto-tracking company leaked over a half of a million car and car owner details
Voting machine firm Election Systems & Software (ES&S) left an S3 bucket exposed
online that contained the personal records of 1.8 million Chicago voters

Dow Jones leaked the personal details of 2.2 million customers

An S3 bucket leaked data of thousands of Australian government and bank employees

https://github.com/nagwww/s3-leaks




Co sie dzieje??



Bezpieczenstwo Chmury Publicznej

,Prawie wszystkie udane ataki na
ustugi w chmurze sg wynikiem
btednej konfiguracji klienta,

niewtasciwego zarzgdzania i
btedéw”.

Gartner

SOPHOS Source: Gartner Innovation Insight for Cloud Security Posture Management, Neil MacDonald, 25 January 2019



Jakie mamy roznice w
chmurze?



On Premise Security
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On Premise
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Bezpieczenstwo Chmury- wszystko wirtualne
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Tradycyjne Ustugi
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New

Dashboard
Recent

All resources
Resource groups
App Services
Function Apps
SQOL databases
Azure Cosmos DB
Virtual machines
Load balancers
Storage accounts
Virtual networks
Azure Active Directory
Monitor

Advisor

@ secu nty Center

o ‘05t Management + Billing

a4 Help + support

More services >
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Contoso dev v

. e
Recent changes
ACTIVITY LOG

+ New dashboard Edit dashboard {3 Unshare

Network In and MNetwork Out for the past 24 hours
CONTOS0-BACKEND-VM

Service Health

Fullscreen [ Clone (il Delete

Requests for the past 24 hours
CONTOS0-MVE

Application map
LOANS-APP-AI

Availability

1
1B 100%

97298 ms

Pacific Time (US ... Edit

6:25am

Percentage CPU for the past 24 hours
CONTOS0-BACKEND-VM

Contoso loans
APP MONITORING

Edit

Try out the app at
http://contoso-
mvc.azurewebsites.net/

Availability test summary
LOANS-APP-Al

0 errors

49K page views =

©<0%A>=0%0>=1%hid G ¥ & 1 9 /

LAST 4 HOURS

2 |9 Serverside 2 B HTTP

B o [—| 99.7%

65 =08 793s

DDE.AZUNESErVICED. .

0%
82319ms E@

Iwelicki@microsoft.com

Resources
CONTOSO-WEB

contoso-mve
' contoso-mvc-app-asp

contoso-web-api

MICROSOFT

App Service
App Service plan

App Service

See more...

Custom metrics

QUEUE LENGTH AND LOAN STATUS

E0Q X

LAST 24 HOURS (30 MINUTE GRANULARITY)

CONTOSO-BACKEND-VM

“ Live Stream
LOANS-APP-A|

3 SEMVErS

Disk Read Bytes and Disk Write Bytes for the past 2.

LOANS-APP-Al

IncomingQueue and OutgoingQueue for the past ...

INCOMINGQUELE @
34.55«

OUTGOINGQUEUE @

233.36«

I APPROVEDLOANS @

DEMIEDLOANS @

5 A Add new chart

Resources
CONTOSO-DATA

contoso-backend-vm
contosobackendvmdiag

O contoso-backend-vmNSG

Virtual machine
Storage account
Network security gro)

See more..

Resources
CONTOSO-APPROVAL

= 00jgsefypgh275cagntl
agent-availabilitySet-C9381F40

contesoapprovaldiag987

Storage account
Availability set
Storage account

See more...

Custom events
LOANS-APP-Al

TotalRequests for the past 24 hours
CONTOSOSTORAGEWESTUS2

EVENT NAME
Clicked Su... [J] 21971k

Clicked Cr. | 42.63K

Average Response Time for the past 24 hours
CONTOSO-MVC

LOANS-APP-Al

Quick start
ESSENTIAL INFO

Edit

Platform metrics
BACKEND VIRTUAL MACHINE

o ingest-request-
ool tailure

App monitoring
USAGE AND TELEMETRY

QOverview timeline

SERVER RESPONSETL.. @

7.55:

I PAGE VIEW LOAD TIME @

SERVER REQUESTS @
AR AR | 36725

I FAILED REQUESTS @

Resources
CONTOSO-COMMON

&, BrazilSouthPlan
CanadaCentralPlan

contosobuild

App Service plan
App Service plan
Log Analytics

See more...

Resources
CONTOSO-LOADGEN

contosostoragewestus2
& ingestfailure

&} loadgen

Storage account
Logic app

Logic app
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Jaka jest Twoja
odpowiedzialnosc?




On-Premise

SOPHOS
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On-Premise
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Chmura — nowa warstwa dostepu do zasobow

Nowe

SOPHOS

Network-

Security

Next-Gen

Firewall

|I|HHHII| IIIHHIIl II|HH|II

System operacyjny, Aplikacje i tres¢

sieci

Konfiguracja

Konfiguracja Kontrola Bezpieczenstwo
zasobow dostepu Danych

EN[e
Functions

Computer Memory Network Regions /
Zones

Odpowiedzialnos¢
Klientow

Odpowiedzialnos¢
Operatorow

Chmury
AWS, Azure, Google



Chmura — wspélna odpowiedzialnos¢

SOPHOS

Netzwerk-

Next-Gen

Firewall

System operacyjny, Aplikacje i tres¢

Konfiguracja Konfiguracja Kontrola Bezpieczenstwo
sieci zasobow dostepu Danych
L () —
Basic tr) — ==
Functions Computer Memory Network Regions /
Zones

* Firewall
* Bezpieczenstwo hosta

e Bezpieczenstwo
danych i aplikacji

* Bezpieczne
zarzgdzanie dostepem
do konfiguracji

Odpowiezdzialnos¢

Cloud Providers
AWS, Azure, Google



Jak Sophos moze pomaoc?

Netwc.)rk
Security

Operating system,
Applications and content

Next-Gen
Firewall

Network Inventory Access control Data security \ .
Configuration Configuration C‘OUd \\; DUX
N
L) -_
- = 8 =
Basic
Functions Computer Memory Network Regions /
Zones
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A\ Azure aW% & Google Cloud
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Z ktérych i jakich Czy moje $rodowisko jest Ataki hakerow s3
zasobow chmury zgodne z RODO? wykrywane i
korzystam? zatrzymywane za pomocg
: Czy uwierzytelnianie i Al
Czy zdarzajg sie teraz i logowanie sg poprawnie

Btedne konfiguracje s3
automatycznie
korygowane

czy to takie zamierzone? skonfigurowane?
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Everything at a glance

Environments Hel Sophos Cloud Optix Demo
DaShboard Q. To search select Alerts, Hosts, Security Groups ... " P P D v
A snapshot of your security protection emo

SOPHOS
Cloud Optix

AI a rm S Home / Dashboard Filter by:  1Day 1 Week 1 Month All
Alert summary view all Compliance
Compliance - .
1

Critical Alerts High Alerts Medium Alerts Low Alerts

Inventory

What do you need to do? Top alerts

Network

A See current critical security alerts & See an inventory of cloud resources =& Review your network topology

Inventory « Ensure multi-factor authentication (MFA) is ena.. o

. See and export a compliance report U Customize a compliance policy + Add a new cloud environment

C h a n ge S % Enable MFA delete for cloudtrail bucket deletion

Changes in your environments Y

Topolc Ensure a log metric filter and alarm exist for CL..

@ Host (0) Network (8) Users (9) Storage (2)
LA,

Compl

Ensure a log metric filter and alarm exist for us...
Network changes modified 1 deleted

Avoid the use of the 'root’ account
Account API Event Time

Enable access logging for S3 buckets
OptixDemo-AWS RevokeSecurityGrouplngress 2019-03-29 14:13:.02

Ensure a log metric filter and alarm exist for M...

OptixDemo-AWS RevokeSecurityGrouplngress 2019-03-29 14:16:48
. . o ) Ensure a log metric filter and alarm exist for un...
OptixDemo-AWS RevokeSecurityGrouplngress 2019-03-

OptixDemo-AWS RevokeSecurityGrouplngress 2019-03- 13 Ensure automated backups are enabled for RD

OptixDemo-AWS AuthorizeSecurityGrouplngress 2019-03- -16-48 Ensure CloudTrail trails are integrated with Clo_

Vll—‘C Rodter Gateway Secur... NAbLs Sut:lnnet View more View more
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Monitorowanie Zgodnosci

Czy jestem zgodny z RODO, DSGVO, PCI DSS, SOC 2, ...

Help »+ Sophos Cloud Optix Demo w

Environments
Demo : Read Only

Comp“ance Q. To search select Alerts, Hosts, Security Grot

Governance, rigk and COIT‘|J.iEI'IC’: automation

Home [/ Report Summary

(=) 2 Lol (@

v Identity and Access Management LS kIS

Total Fails Critical Fails High Fails

Rule Summary 2 Affected Resources @ 2

Show AlL
» DemotestlAMUserMoMFA

Ensure multi-factor authentication (MFA) is enabled for all IAM
console access more details...

« Password last used by DemotestlAMUserNoMFA on: Never

WS - CIS Benchmark v1.1 - i
Ensure credentials unused for 90 days or greater are disabled AR-5
i more details_

» 'Atleast one Uppercase Letter policy not set

= |AM password policy requires at least one uppercase letter A
more details...

« 'Atleast One Lowercase Letter' policy not set

AM password policy require at least one lowercase letter ;
= |AM pas | policy require at least one | let
) more details_..

AWS - 1S0 27001

+ 'Atleast One Symbol’ policy not set

e |AM password policy require at least one symbal
I f : !
more details...
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Ostrzezenia i odpowiedzi ze wsparciem Al

POd eJ FZa ny ruc h Alerts Q To search select Alerts, Hosts, Security Groups ... Environments Hele v Sophos Cloud Optix Demo v

Smart alerts for security and compliance Demo
SOPHOS

Cloud Optix

Anoma“e W Home / Alerts Filter by: 1 Day 1Month | All
reJ eSt ra CJ I Alert Summary Show Suppressed Alerts
Bra k Dashboard A 1
. . . Critical Alerts High Alerts Medium Alerts Low Alerts
uwierzytelniania
wielosktadnikowego Critical Multiple logins from two different %

Closes open S3 regions in short time
buckets and ports

® Reset Exportas

Enviror

Ensur lti-factor authentication (MFA)
nsure multi-factor authenticatior & . DemotestlAMUserNoMFA
]

Wy k rywa Od C hyl e n i a o B cqalra:itl)elinc::ef“ s et = more details... aday aga OptixDe
od normalnej
konfiguracji

Compliance w

PR Enable MFA delete for cloudtrail bucket g « avid-cloudtrail-760068489120 . i
A-000071 ) = a day ago AW OptixDe
deletion more details...

Settings v

PP Ensure a log metric filter and alarm exist 2 « No Metric filters were found for CloudTrail . i,
A-000059 . . & a day ago AW OptixDe
for CloudTrail configuration changes more details...

Ensure a log metric filter and alarm exist = « No Metric filters were found for CloudTrail
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Pytania?

Damian.Przygodzki@Sophos.com
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Co dalej ?

Data Temat

20 Luty 2020 Phishing a prywatnos¢ — ochrona tozsamosci w swiecie wirtualnym

Wez udziat i wygraj
Pierwszym 10-ciu uczestnikom, ktorzy wezmg udziat we wszystkich 3 sesjach na zywo
podarujemy atrakcyjny plecak Sophos.

SOPHOS


https://attendee.gotowebinar.com/register/5485615647935020035

Co dalej ?

Spam i phishing sg nadal w duzej mierze wykorzystywane przez cyberprzestepcow do atakowania firm. W wielu
przypadkach firmowa poczta e-mail jest pierwszg brama do infrastruktury korporacyjnej. Organizacje moga
opracowywac procesy dotyczgce praw osob, ktorych dane dotyczg, przy minimalnej weryfikacji tozsamosci w
celu unikniecia grzywien zwigzanych z reklamacjami. Jesli metody samoobstugi nie s3 mozliwe, w jaki sposdb
organizacje mogg honorowac te prawa, nie bedac ofiarg atakow phishingowych?

Firmy na catym Swiecie pracujg obecnie nad przestrzeganiem unijnego RODO, a phisherzy mogg
przygotowywac sie do wykorzystania nowych procesow zgodnosci.

Phishing and Privacy

Dotgcz do nas jutro, aby uzyskac informacje na temat:

* Ochrona Twojej tozsamosci/cyfrowej

* Typowe oszustwa zwigzane z wytudzaniem informacji i sposoby ochrony przed nimi
* Phishingi RODO

* Oszustwa dotyczgce wiadomosci e-mail i phishingu - studia przypadkow

SOPHOS



