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Sophos

* Zatozona w Oxford w 1985
* 3,500 pracownikow

* 350,000 klientow

* 100 milionéw uzytkownikow w 150 krajach
* 47,000 partnerow

=RONONSN NN RN

Firewall ~ Cloud  Wireless  Email Sophos \_Server Encryption Mobile Endpoint
Central

SOPHOS



Ataki w dobie epidemii nie ustaj3...
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Od Anti-Virus do EDR

Anti-Virus
4 —== EDR
’ Kamery drogowe Rejestrator Anti-Virus Device Control

Black Box ) Poduszki  \yeh control

/ zmocniona

NextGen Anti-Ransomware 1 /:/(onstrukcja
End point Break Assistant
Deep Learning \

ESP \

Exploit Prevention
Lane Assist >

m
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Dlaczego uzywamy narzedzi EDR?
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Co to jest EDR (Endpoint Detection and Response)?

EDR to holistyczne podejscie do bezpieczenstwa punktow koncowych
Detekcja incydentow

Reakcja na incydenty bezpieczenstwa
Poszukiwanie zagrozen

Badanie kryminalistyczne po zaistniatym incydencie

- pT integruje wszystkie komponenty EDR
Advan\céd WVifh EDR
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Technologia NextGen w

Exploit
Prevention

Enforce data execution prevention

Mandatory address space layout randomization

Bottom-up ASLR

Null page(Null Deference protection)

Heap spray allocation

Dynamic heap spray

Stack pivot

Stack pivot (memory protection)

Stack-based ROP mitigations(caller)

excepStructuredtion handler overwrite(SEHOP)

Import address table filtering (IAF)

Load library

Reflective DLL injection

Shellcode

VBScript god mode

WOWe4

Syscall

Hollow process

DLL jacking

Squibdlydoo applocker bypass

APC protection (Double pulsar/AtomBombing)

Process privilege escalation

SOPHOS
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Credential theft protection
Code cave prevention
Anti-Hacker |Man-in-the-browser protection (Safe browsing)
Malicious traffic detection
Meterpreter shell detection
Anti Ransomware file protection (CryptoGuard)
nti-
B oo Automatic file recovery (CryptGuard)
Disk and boot record protection (WipeGuard)
Web browsers (including HTA)
N Web browser plugins
Application T
Java applications
Lockdown

Media applications

Office applications

Deep Learning

Deep learning malware detection

Deep learning PUA detection

False positive suppression

Live protection

Analysis &
Reaction

Root Cause Analysis

Sophos Clean

Synchronized Security

Cross-estate search and containment




Najlepsza ochrona

Comodo

F-Secure ’

Panda Security

Bitdefender

Cylance .
o

. Carbon Black

Kaspersky Lab . .

Check Point .

Trend Micro

. Fortinet

Malwarebytes

Average

SOPHOS

TCO per Protected Agent

NSS Labs ADVANCED ENDPOINT PROTECTION COMPARATIVE REPORT MAR 2019

Security Effectiveness




Wymagania

* RODO, POPI, PCI, SOX, Basel Ill, HIPAA, ...

* Ochrona danych wymagana zgodnie z najnowszym stanem wiedzy
(program antywirusowy NIE jest najnowoczesniejszy)

* Obowigzek udowodnienia, czy dane zostaty wyciekty podczas incydentu
* Zarzadzanie ryzykiem

Koszt incydentu <-> koszt ochrony

SOPHOS 9



Widocznosc

Czy jesteSmy chronieni przed zagrozeniem XY z wiadomosci?
Czy jestesmy atakowani?

MieliSmy incydent, ale
czy rozprzestrzenito sie zagrozenie?
czy atak jest nadal w toku?

czy straciliSmy dane?

SOPHOS
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Widocznosc

Reputation at time case was created:

K bad reputation ‘nown good reputation

1 eXamples

fou can search for file names, SHA-256 file hashes, IF addr

o find activity by admin tools, which can be used maliciously.

SOPHOS

SOPHOSLABS Threat Intelligence

Current report created: Jul 26, 2019 10-44 AM
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Przyktad klienta EMOTET

SOPHOS

Fa i Bl

work Command Shell

SOPHOSLABS Threat Intelligence

Request latest intelligence

Mo current intelligence on this file.

Mote: Requesting the latest intelligence will cause your files to be
sent to Sophos for additional analysis. Learn More

Path: c\windows\syswowb4\netsh.exe
Mame: netsh.exe
Command line

netsh.exe adviirewsall firewall delete rule
name="Remote Assistance (30383)"

Process executed by: MT AUTHORITY\SYSTEM




PE Reputacja

PUA FP Suppression Scan Avoidance
A A A A
| \l
Known Bad Malware Unknown Known Trusted
FP Suppression
0-19 30-69 70-89
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Snapshot vs. Threat Case vs. Trickle Feed

Snapshot Threat Case Trickle Feed

* Kilka tygodni * Tylko dane miedzy ,Root e Kilka miesiecy

* Operacje na plikach Selllge” ), el * <70 Reputacja PEs:
* Operacje rejestru * Operacje na plikach * Wykonanie, operacje

* Operacje rejestru CPIEY IS
* Potaczenia sieciowe * Zmiany sciezki i reputac;ji
° 1 i i . . .
« Rozpoczecie procesu / Potaczenia sieciowe e Porozumiewanie sie
rozgatezienie * Rozpoczecie procesu /
rozgatezienie
IS
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Reakcja / Zatrzymanie

SOPHOS



Admin Isolation

) 3

Administrator

izoluje I S l
potencjalnie A
zagrozonego | (S

klienta
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Self Isolation

Zainfekowany A
komputer
izoluje sie _EL 2 el
sam
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Automatyczna kwarantanna sieciowa z XG Firewall C/

A

SOPHOS

Security Heartbeat™
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Zapora XG poddaje

kwarantannie

zainfekowanego klienta



Lateral Movement Protection CD

Brak komunikacji z

-E- zagrozonym klientem
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/"’@ar, U"Ity Zapora XG udostepnia
Satm informacje o zaatakowanym
kliencie
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Advanced z EDR
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Forensic Snapshots

Create forensic snapshot ﬂ' Export to CSV

Process Jan 28, 2019 3:57 PM

Process Jan 28, 2019 3:57 PM

SOPHOS



Konwersja snapshot przy pomocy SDRExporter do formatu DB

Microsoft Windows [Version 18.8.15863]

{c) 2817 Microsoft Corporation. All rights reserved.

A

C:\Usersyadmin>cd C:\ProgramData\Sophos\Endpoint Defense‘\Data\Saved Data

C:\ProgramData\Sophos\Endpoint Defense\Data\Saved Data»SDRExporterxtd.exe
Options:

-h [ --help ] Print help message

-i [ --input-path ] arg Path to input snapshot container file
-0 [ --output-path ] arg Path to output file

-f [ --output-format ] arg (=sglite) Output format (choices: json, sglite)
-v [ --output-version | arg Output version - default is latest

Command-line error: the option "--input-path’ is required but missing

C:\ProgramData\Sophos\Endpoint Defense‘\Data\Saved Data>SDRExporterx6d.

187-7457-ab51-3d56T8298dal 157d1dddb3784e82.tgz -o MyThreatcase.db S or 50Lite - C:\ProgramData’ Data\ Vata\201901 eryptoguard.db
Using latest output version: 1 File Edit View Help
Conversion complete. | New Datzbase | Open Datzbas

. Edit Database Cell
C:\ProgramData\Sophos\Endpoint Defense‘\Data\Saved Data> database Structure B EditPragmas  Execute SQL 1t Database &

Import Export

ydata\notepad.exe" --injection-target --initialized-event
mutex=508

ype of data currently in cell: umeric
87 char

https://community.sophos.com/kb/en-us/132861 i : i | o PP e

Identity

2h7d0zffed... Commit Last modified

b7do2ffcd...

https://community.sophos.com/kb/en-us/133141

M| 4] 1-90fs

SQL Log Plot  DBSchema
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Wskazniki zagrozenia uczenia maszynowego

SOPHOS Threat Analysis Center - Threat Indicators
( Th y d

[_centrar )

Admin

nter Dk

@ Threat Analysis Center

[l

Dashboard
Threat Cases

Threat Searches

Threat Indicalnrs-

& 0P

Generate threat case - Select a device

Select a device

on one
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Wskazniki zagrozenia uczenia maszynowego

Process details : 3.5.5_45291 exe

First seen Jul 14, 2019 8:13 AM
SHA d36ebf5f693ab5eBca9d8738039bb4b04bf89ecBe
S\Jir,ufu‘ n

Devices affected

Executed
SOPHOS LABS Threat Intelligence

Sophos Labs will analyse this file with machine learning to provide further detail on it

and the latest inte

Note: Requesting our files to be sent to Sophos for

additional anz

SOPHOS

ocess details

SOPHOSLABS Threat Intelligence

Current report created: Jul 16, 2019 2:00 PM

Global reputation

Known bad reputation

Prevalence Popular

First Jul 12, 2019 3:50 PM
seen

Last 2019 12:56 PM
seen

Machine

arning

analysis

1 good reputation

Process details

SOPHOSLABS Threat Intelligence
Current report created: Jul 16, 2019 2:00 PM

© Attributes : 96% Suspicious

Attribute Seen in: Known bad files

Known good
files

Resource SPINNER is po

Resource 1691 is possib

Resource 1528 is

© Code similarity : 93% Suspicious

Not available




Najlepsza ochrona na rynku

SOPHOS

Deep Learning
Anti-Ransomware
Anti-Exploit
Web/Device/AppControl
Root Cause Analysis
Synchronized Security

< A\

Advanced with EDR

Dodatkowo
* Odpowiedzi na pytania
e (Czy jestem chroniony przed zagrozeniem
X?
e (Czy atak jest w toku?

e Czy dane zostaty skradzione? -> RODO /
Zgodnosc!
* Wyszukiwanie w catym przedsiebiorstwie +
ograniczanie zagrozen



Sophos Endpoint Protection (User Licensing)

CENTRAL ENDPOINT i
gpsiszsiiel Advanced Advanced with EDR
AV Signatures / HIPS / Live Protection v v v
Device / Web / App Control v v v
Data Loss Protection (DLP) v v v
Malicious Traffic Detection (MTD) v v v
Security Heartbeat v v v
Deep Learning 4 v
CryptoGuard v 4
WipeGuard v 4
Anti-Hacker-Technologies (CredGuard etc.) v v
Exploit Protection v e
Root Cause Analysis 4 4
Automatic / manual Client-Isolation v/- v /- 44
Malware Analysis by SophosLabs v
Search & containment of threats v

SOPHOS



Sophos Server Protection (Server Licensing)

CENTRAL SERVER
PROTECTION

SOPHOS

[Eercept

Vv

SOPHOS

ntercept
with EDR

AV Signatures / HIPS / Live Protection

4

Device / Web / App Control / DLP

Automatic Exclusions

Cloud Workload Discovery

Security Heartbeat

SN S

Server Lockdown

Deep Learning

Anti-Ransomware (CryptoGuard, WipeGuard)

Anti-Hacker-Technologies (CredGuard etc.)

Exploit Protection

Root Cause Analysis

AN NENENENENENENEYA YR

AN NENENENENENENENEYRN

Automatic / manual Client-Isolation

v/-

N\

\
~
AN

Malware Analysis by SophosLabs

<\

Search & containment of threats

<\
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Pytania?
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Co dalej ?!

Date

06-05-2020

SOPHOS

Inteligentny EDR & MTR -

wszystko, co powinienes
wiedziec

Topics

Link

attendee.gotowebinar.com/register
71524148448268



https://attendee.gotowebinar.com/register/5441771524148448268

Co dalej ?!

Inteligentny EDR & MTR - wszystko, co powinienes wiedzie¢

Niektore zaawansowane cyberzagrozenia infekujg system, nie wykazujac
natychmiastowych oznak naruszenia bezpieczenstwa. W tym webinarium w j
.polskim podpowiemy, jak zwiekszy¢ odpornosc cyberbezpieczenstwa na ataki
dzieki Endpoint Detection and Response - funkcji wykrywania i reagowania na
incydenty bezpieczenstwa opartej na sztucznej inteligencji oraz Managed
Threat Response - zespotowi ekspertow wyszukujacych cyberzagrozenia i
reagujacych na nie w trybie catodobowym.

SOPHOS



SOPHOS

Cybersecurity evolved.



